MYHULIUITAJIBHOE BIOJXKETHOE JOUIKOJBHOE OBPA30OBATEJIBHOE YYPEXKJIEHHE
I'OPOJA KEPUM PECITYBJIMKH KPbIM «IETCKHUH CAJl Ne 60 « PALYT A»
298329, Pecnybaura Kpeim, 2. Kepus, yn. Bopowunosa, 0.7 men.61361 sadik_raduga-kerch60@crimeaedu.ru

ITPUKA3

13.10.2023 Ne 241
r. Kepusb

O0 yrBep:RIeHHH HHCTPYKIHI
110 3aLHTe NEePCOHAJbHBIX AAHHBIX

Bo wucnonnenne @enepanpHoro 3akona P® ot 27.07.2006 Ne 149-03  «O0
nHpopMalui, WHOOPMAIIMOHHBIX TEXHOJIOTHIX U 0 3amuTe HHopmaimuy», PejlepaibHOro
3akona Ne 152-@3 ot 27.07.2006 «O nepcoHaJbHBIX AAHHBIX» W JPYTHX HOPMATHBHbBIX
JIOKYMEHTOB [0 3aliuTe HHpOpMaluM, a Takke ¢ Uelblo obecrnedyeHus O€30MacHOCTH
nepcoHanbHBIX JaHHbIX B MBJIOY 1. Kepun PK «/letckuii cag Ne 60 «Pamxyra»,

ITPUKA3BIBAIO:

1. Yreepauth u BBeCcTH B AeiicTBre MHCTPYKIMIO 10J1b30BaTENS HHYOPMALMOHHBIX CUCTEM

niepcoHaabHbIX AaHHbIX MBJIOY (Ilpunosscenue 1 k nacmoawemy llpuxaszy).

YTBepUTh M BBECTH B JieiicTBUe MHCTPYKIMIO 10 MApOJbHOM 3aiiuTe HHOOpMaLUH B

MBJIOY (IIpunosicerue 2 k hacmosujemy Ilpuxasy).

3. VYreepauth U BBeCTH B AelicTBUe MHCTPYKLMIO 110 OpraHU3aiiy aHTHBUPYCHON 3aLLHThI
unpopmanuu B MBJIOY (/Ipunosicerue 3 k nacmosuemy lpuxaszy). ‘

4. VrBepaAuTh W BBECTH B JelcTBHE MHCTPYKLHIO 10 OpraHu3aluy pe3epBHPOBaHUS H

BOCCTAHOBJIEHUS  PabOTOCNOCOOHOCTH  TEXHMYECKHX CpPEIACTB W NPOrpaMMHOIO

obecrieueHust, ©a3 AaHHBIX W CPEACTB 3allUThl MHGOpPMAUMU B MHPOPMALMOHHBIX

crcTeMax nepcoHaabHbIX aHHbIX MBJIOY (IIpunoswcerue 4 k Hacmosaugemy [Ipuxasy).

Y1BepanuTh W BBecTH B jeiictBue [lopsyiok oOpalieHust €O CbeMHBIMH MAUIHHHBIMU

HOCUTEISIMH TIepCOHANBHBIX JAaHHBIX B MBJIOY (/lpunosicenue 5 k nacmosujemy

2

h

L3

[lpukasy).
6. TpeOGoBaHus HACTOSIIETO IpHKa3a JOBECTH [0 PabOTHUKOB, OCYIIECTBIIOUIMX
00paboTKy NEpPCOHANBHBIX AAaHHBIX B HH()OPMAIMOHHBIX CHCTEMAX IEPCOHAIBHBIX
nanHeix'B MBJ10VY. :
7. KouTpouib 3a UCTIOHEHHEM HACTOSIETO IIPUKA3a OCTABJIAIO 38 CO00ii.

r. Ko :
3aBeayonuii % W< .. M.H. Yypak




Ipunoowcenue 1
Kk npuxazy om 13.10.2023 Ne 241

HHCTPYKIUSA
N0J1b30BaTe/ 1 HH(POPMALMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX
MBJIOY r. Kepuu PK «Jlerckuii cag Ne 60 «Pamyray»

1. TepmuHbI 1 onpeesieHUs!

1.1. ABTomaTu3upoBaHHOE paboyee MEeCTO — MPOrpaMMHO-TEXHUYECKHI KOMILIEKC,
MpeHa3HaYeHHBIN /11 aBTOMaTU3allK JeSITEIbHOCTH OTPEIEIEHHOTO BU/A.

1.2. AHTUBUpYCHAs 3amUTa — 3amuTa WHGOpPMAIMM ¥ KOMIIOHEHTOB WH(MOPMAIMOHHOM
CHUCTEMBl OT BPEJOHOCHBIX KOMIIBIOTEPHBIX MporpamMm (BHUpPYcoB) (OOHapyKeHUE BpPEIOHOCHBIX
KOMITBIOTEPHBIX MpPOrpaMM (BHPYCOB), OJIOKMpPOBaHHE, H30JIMPOBAHUE «3apPaKEHHBIX» OOBEKTOB,
yJaJeHue BPEJOHOCHBIX KOMIBIOTEPHBIX IPOrpaMM (BUPYCOB) U3 «3apa’KEHHBIX» 0OBEKTOB).

1.3. UadopmanmoHnHas cucreMa MepcoOHANBHBIX JaHHBIX — COBOKYITHOCTH COJEPIKAIUXCS B
0a3ax JaHHBIX MEPCOHAIBHBIX NaHHBIX M OOECHEeUMBAIOIIUX HX 00pabOTKy HH(MOPMAIMOHHBIX
TEXHOJIOTUH Y TEXHUYECKUX CPE/ICTB.

1.4. O6paboTKa MepcoOHANBHBIX JaHHBIX — JII000E NelCcTBUE (Omepalus) Wid COBOKYITHOCTh
nercTBuil (omepanuii), cOBepIIaeMbIX C HCIOJb30BAHMEM CpPEJCTB aBTOMAaTH3aluu uiu 0e3
UCIOJb30BAHUS TAKMX CPEICTB C MEPCOHAIbHBIMU JIaHHBIMHU, BKJIOYas cOoOp, 3alMuch,
CHCTEMaTHU3allil0, HAKOIUIEHHE, XpaHEHHWE, YTOYHEHHE (OOHOBJIEHHE, W3MEHEHHUE), W3BIICUEHUE,
WCIIONIb30BaHUE, Tmepenady (pacmpoCTpaHEHHE, TMPEIOCTaBJIICHHE, JOCTYI), OO0e3TWYUBaHUE,
OJIOKMpOBAHHUE, y/lalI€eHUE, YHUUTOKEHNE IEPCOHAIBHBIX TaHHBIX.

1.5. KonpunennmanbHOCTh HHPOpPMAMK — OOS3aTENIBHOE JUISI  BBIMOJHCHHUS  JIUIIOM,
MOJIyYMBIIUM JIOCTYIl K OIpEeAE]IeHHOM uHpopMmalnuu, TpeOoBaHME HE IepelaBaTh TaKyko
nHGOPMALIHIO TPETHUM JIMIaM 0e3 coriacus ee oOnagaress.

1.6. IlepcoHanbHble AaHHbIE — J100as MHPOPMALUSA, OTHOCAILAACS K MPSAMO WIM KOCBEHHO
OIpEe/IeIIEHHOMY WM ONpeAesieMoMy (pU3NUeCKOMY JIULY (CyOBEKTY NepCOHATIbHBIX JAHHBIX).

1.7. Ilonb3oBarens HMH(MOPMALMOHHOW CHUCTEMbI MEPCOHAJBbHBIX JAHHBIX — pPAOOTHHK,
OCYLIECTBIISAIOIINNA 00pabOTKy MEPCOHANBHBIX JaHHBIX B HH(POPMALMOHHOM CHCTEME NEepCOHAIbHBIX
JIAHHBIX.

1.8. CpenctBo aHTMBMPYCHOW 3alUThl — MPOrpaMMHOE CPEACTBO, peanusyrouiee (GpyHKIUH
OOHapyXeHHMs  KOMIIBIOTEPHBIX  IporpamMm JIMOO  MHOW  KOMIIBIOTEpHOM  HMH(opMmaruu,
IpEeJHA3HAYCHHBIX M HECAaHKIHMOHUPOBAHHOTO YHMUYTOXKEHMs, OJOKMpPOBaHHSA, MOAMU(DUKAIUY,
KOIIMPOBAHUS KOMIBIOTEPHON MH(pOpPMALUU WM HEUTpaau3alMK CPEJCTB 3alUThl MHPOpMALUH, a
TaKXe pearupoBaHUs Ha OOHAPY)KEHUE ITUX NPOTpaMM U HH(POpPMAIIH.

1.9. CpeactBo  3amuThl  MHQOpPMALMU — TPOrpaMMHOE obecreueHue, MporpaMMHO-
anmapaTtHoe oOecrieyeHue, anmapaTHoe oOecrneueHue, BEIeCTBO WM MaTrepual, MpeaHa3HaueHHOe
WIN UCTIOJIb3YeMOe I 3aIlUThl HHPOPMaIIUH.

2. OO0wmwue Mo10KeHUs
2.1. Hacrosmas WHCTpyKIMS TONb30BaTeNss WH(MOPMAIMOHHBIX CHUCTEM TEPCOHAIBHBIX
nauaabelx MBJIOY r. Kepun PK «/lerckuit cag Ne 60 «Pagyra» (manee — MHCTpyKIus) omnpesenser
00s13aHHOCTH, MpaBa U OTBETCTBEHHOCTh PAOOTHHKOB MpU paboTe B MHGOPMAIIMOHHBIX CHCTEMax
NepcoHaNIbHBIX AaHHBIX (Hanee — UCITH).



2.2. TpeGoBanus Hactosme MHCTpYKIUK SBISAIOTCS 00s3aTENbHBIMU 7151 BCEX paOOTHHKOB,
OCYILECTBISIONUX O0pabOTKYy ¥ 3aluTy MepcoHanbHBIX MaHHBIX (manee — [1[dn) B UCITIa —
noss3oBareneit UCI/Ix (nanee — [Toas3oBaTenn).

2.3. K 3zammmaemoit mndopmanuu, odpadareiBaemoit B MCIIJJn MBIAOVY r. Kepun PK
«Jlerckuii cag Ne 60 «Panyra» (manee — MBJIOY), otnocsrcs [1/IH, cnyxeOHast (TeXHOIOrHYECKast)
nHGOpMAIHA CUCTEMBI 3alIUTHI U APYyras HHGOpMAIHs OTPAHUICHHOTO JOCTYIIA.

2.4. Bce mospzoBarenu WCIIAa MBJAOY nomkHB OBITH 03HAKOMIICHBI C TpPEOOBaHUSIMU
Hacrosued MHCTpyKIMK 1o NOANKCS.

2.5. Hacrosmas WHCTpyKIUs SBJISETCA JOMOJIHEHHEM K JICHCTBYIOIIMM JIOKAJbHBIM
HOPMAaTHBHBIM aKTaM TI0 BOMpOcaM OOecTedeHusi 0E30MacHOCTH CBEICHWH KOH(HICHIIMATHHOTO
XapakTepa, B ToM yrcie u [1/{H, 1 He ncKiTrodaeT 003aTeIbHOTO BHITIOIHEHUS MX TPEOOBAHHIA.

3. omyck nmojab3oBaTesieil K HHPOPMANMOHHBIM CHCTEMAM MEPCOHAJBHBIX TAHHBIX

3.1. Jlomyck monb3oBateneii k padore ¢ [1/]a B UCII/IH ocymiecTBisieTcss B COOTBETCTBHH C
«Ilepeunem pomxuocTeil padotHukoB MBJIOY r. Kepun PK «Jlerckuit cam Ne 60 «Pamyra»,
JOTYIIEHHBIX K 00pab0TKe MePCOHATBHBIX TaHHBIX).

3.2. K camocTosTensHON paboTe HAa aBTOMAaTH3WPOBAHHBIX pabounx MecTax (mamee — APM),
Bxonsauux B cocraB UCII/IH, nonmyckarores nuia, u3yduBIiine TpedoBaHus Hacrosed MHcTpykunn
U JIOKAJbHBIX HOPMATHBHBIX aKTOB IO 3aliuTe MHGOpPMAallMU, OCBOUBIINE IMpaBMJIa SKCIUTyaTalluu
APM ¥ TeXHUYECKUX CPEACTB 3alUTHI.

3.3. Jlomyck TMpOW3BOAMUTCS TOCIAE TPOBEPKH 3HAHUA Hacrosmed MHeTpyknuu U
MPaKTUYECKUX HaBBIKOB B paboTe.

4. (OO0s13aHHOCTH MOJIb30BATEJISA
4.1. Kaxnerii [lonb3oBaTenh UMEIONINI JOCTYINT K anmapaTHBIM CPEACTBaM, IPOrPaMMHOMY
obecnieuennto U AaHHbiM MCIIJIH, HeceT mepcoHalbHYI0 OTBETCTBEHHOCTh 3a CBOM JCHCTBUS U
00s13aH:
4.1.1. Crporo cobmro1aTh YCTAaHOBJICHHBIC ITpaBUiia obecriedeHust 0€301MacHOCTH HH(OpMaIun
pu paboTe ¢ MPOrpaMMHBIMU U TeXHUYeCKUMU cpeactBamu CITJIH.
4.1.2. 3HaTh W CTPOTO BBIMOJHATH MpaBUia pabOTHI CO CPEACTBAMHU 3alUTHl WH(OPMAIUH,
yctanoBieHHbIMU B UCIT/IH.
4.1.3. BrimonHATh TpeOOBaHUS MO AHTUBHPYCHOM 3alllUTe B YACTH, Kacarolewcs IeHCTBUI
[Tonp3o0Barenen.
4.1.4. HemeyieHHO CTaBUTh B M3BECTHOCTH OTBETCTBEHHOTO 3a oOecreueHue 0e30MacHOCTU
[TIn 8 UCII 1 nnu anmuauctpatopa UCITH:
—  TpU NOJO3PEHUU KOMIIPOMETAIUH JINYHOTO MapoJIs;
—  HECAHKIIMOHHMPOBAHHBIX (MPOU3BEACHHBIX C HAPYHIEHHEM YCTAHOBJICHHOTO IOPSIKA)
W3MEHEeHUI B KOH(UTYpalluK MPOTrpaMMHBIX WK anmnapatHbix cpeacts UCIx;
— OTKJIIOHEHHWH B HOpMalbHOW paboOTe CUCTEMHBIX M TMPUKIAIHBIX MPOTPAMMHBIX CPEJICTB,
3arpyasstonux skcruryaranuto UCIT/H;
—  HEKOPPEKTHOTO (PYHKIIMOHUPOBAHUS YCTAHOBIIEHHBIX CPEACTB 3aIIUTHI;
—  oOHapyXeHHUs HeMPeIyCMOTPEHHBIX OTBOIOB KaOenel 1 MOIKIIOYeHHBIX YCTPOICTB;
— oOHapyxeHus (HaKTOB, MOMBITOK HECAHKIMOHHPOBAHHOTO JOCTYNa W CIy4aeB HApYIICHUS
YCTaHOBJICHHOTO TIopsiaka oopadoTku [1/[H.



4.1.5. DkpaH BHJICOMOHHMTOpPAa B TOMEIICHUWH pacmojararb BO BpeMsi pabOTbl Tak, YTOOBI
MCKIJTIOYAJIaCh BO3MOXKHOCTb O3HAKOMJICHHUS ¢ OTOOpakaeMoil Ha HUX MH(OpMaIuei TOCTOPOHHUMHU
JULAMHU.

4.2. Tlonw3oBarensm UCII/IH 3anpemaeTcs:

— oTkmouaTh  (ONMOKMpOBAaTh)  CpPEeACTBA  3alIUTBl  MHGOpMAIMH,  MPEAYCMOTPEHHBIE
OpraHu3alMOHHO-pacnopsAAUTeNbHbIMU JokyMeHTaMu Ha MCITJIH;

—  NPOU3BOAUTH Kakue-NMOO M3MEHEHHsS B IEKTPUYECKHX CXeMaX, MOHTaXE U pa3MelleHUu
TEXHUYECKUX CPE/ICTB;

—  CaMOCTOSITEJIbHO yCTaHABIMBATh, TUPAXKUPOBATh, WIH MOAUDUIIUPOBATH IMPOTPAMMHOE
o0OecrieueHre, M3MEHATh YCTAHOBJICHHBIM alropUTM (QPYHKIMOHUPOBAHUS TEXHUYECKUX U
MIPOrPaMMHBIX CPEJICTB;

— oOpabatsiBath B UCII/IH nHpOpMaIMIO U BBIMOIHATH JIpyrue padboThl, HE MPETyCMOTPEHHbIE
nepeuHeM npas [lonb3oBarens no goctyny k MCII/IH;

— coobmaTe (Wi nepeaaBaTh) MOCTOPOHHUM JIMIAM JIMYHbIE aTpUOYyThl M MapoJid JOCTyNa K
pecypcam UCII/IH;

— pabortats B UCII/IH npu oOHapyKeHUN KaKUX-1100 HEHCIIPAaBHOCTEH;

— OCTaBIATh BKJIIOYEHHBIM 0Oe3 mpucMoTpa APM, He akTUBU3MpPOBAaB CPEACTBA 3aLUTHI OT
HECaHKIMOHUPOBAHHOTO JIOCTYTIA;

—  YMBIIUJIEHHO HCHOJIb30BaTh HEIOKYMEHTHPOBAHHBIE CBOWCTBA M OLIMOKM B IMPOrPaMMHOM
o0ecrieyeHny WM B HACTPOMKaX CPENICTB 3alllUThl, KOTOPhIE MOTYT IPUBECTH K O3HAKOMIICHUIO
¢ 3amuIiaeMoi HHpOpMaIHeH MOCTOPOHHUX JIUIT,

—  INPOM3BOAMTH NEpPEMELICHUs TeXHUUYECKUX cpelcTB APM 6e3 corimacoBaHusi ¢ OTBETCTBEHHBIM
3a obecnieuenue 6ezonacHoctu I1/{a B UCIIH;

— BCKpBIBaTb KOpIyca TEXHMYECKHX CpeacTB APM M BHOCHUTH WM3MEHEHMS B CXEMYy H
KOHCTPYKIIMIO YCTPOMCTB.

5. Opranuzanus padoThl CO CbeMHbIMH MAIIMHHBIMH HOCUTEJISIMU HH(OpMAIIUH

5.1. Opranuzamust paboThl CO Ch€MHBIMH MAIIMHHBIMA HOCHTEIIIMH HH(popmaruu (naiee —
CMHMU), conepxamue IIJlH wu wHyro wuHbOpMaIMIoO KOH(MUISHIUAIBLHOTO  XapakTepa,
ocymiectBisiercss B coorBerctBUU ¢ «llopsakom oOpamieHuss €O ChEMHBIMH MAIlUHHBIMU
nocutensmu uHpopmaruu B MBJIOVY r. Kepun PK «Jletrckuii cag Ne 60 «Pamyra».

5.2. Tlonb3oBarenu 00s3aHbI 3HATH M COOIOJATh YCTAHOBJICGHHBIE TPEOOBaHUS MO Y4ETy U
xpanenutro CMHU.

5.3. CMHU pomxHBl OBITH 3aperucTpupoBaHbl B «JKypHalie yueTa ChbEMHBIX MAaITUHHBIX
HOCHUTeNeH HHPOPMAIHI.

5.4. CMHMU 3akpemnsieTcss 3a OINpENEiICHHBIM JIMIIOM, HECYIIMM OTBETCTBEHHOCTH 3a
COXpPaHHOCTh U MECTOHax0xAeHue nannoro CMHU.

5.5. Ilpu nHeoOxomumoctu mnepemaun uHopmanuu Ha CMHU, muio oTBeTcTBEHHOE 3a
XpaHEHUEe YBEJAOMJSIET OTBETCTBEHHOro 3a obecneuenue OesomacHoct [1/ln B UCIIAH o
HeoOxomumoctu mepenayn uHpopmanuu ¢ nomomblo CMHU, nocraBnser CMHU mo wmecty
Ha3Ha4YeHUs, epeaaeT NHPOPMAIUIO C HETO U BO3BpAIIAeT €ro Ha MECTO XpaHEeHHS.

5.6. Xpanenue CMHMU ocymectBasiercs:

—  nans duiem-kapT, cMapT-KapT, KOMITAKT JUCKOB U JIp.) B 3alIUIIIEHHBIX ceiidax;
— s CMHU, Bxoasmux B coctaB UCII/IH, mpou3BoauTcs onevyarsiBanue kopiyca APM.



5.7. Tlonmb3oBaTensaM 3amperiaeTcs:

— 3anuchiBaTh W XpaHuTh IIJIH ¥ wHYy0 uMHbOpMANMIO KOH(PHICHIMAIHHOTO XapakTepa Ha
HeyuteHHbIx CMHU;

— ocraBmate CMHU 6e3 npucMoTpa, nepegaBaTh UX JPYTUM JIMIIAM U BBIHOCHTH 3a IMPEEIIbI
KOHTPOJUPYEMOM 30HBI, 32 UCKIIOYEHHUEM CIIy4aeB, B KOTOPbIX paspelieHa nepegaya CMHU;

— xpanutb CMHMU BOMM3HM CHIIBHBIX MCTOYHUKOB AJIEKTPOMATHUTHBIX H3IYYEHHH M MPSIMBIX
COJIHEYHBIX JIy4eH;

— xpanutb Ha yureHHbiIx CMHW mnporpamMbl U naHHBIE, HE OTHOCSIIMECS K pabodyeit
nHpOpMaIUH.

6. Opranu3anusi NapoJibHOIi 32U ThI

6.1. Opraau3anus MapoJBHON 3aIIUTHl TPOU3BOAUTCS B COOTBETCTBUU ¢ «MHCTpyKIMen 1o
naposibHOM 3amute nHpopmarmu B MBJIOVY r. Kepun PK «Jlerckuii cag Ne 60 «Pamyray.

6.2. Jluna, ucroJib3yIonIue mapoJid, 00sS3aHb:

— XpaHHWTb B TallHE CBOM MapoJb

— UYeTKO 3HaTh M CTPOTO BBIMOJHATH TpeOoBaHUA HacTtosimed WHcTpykumu u npyrux
PYKOBOJISIINX JOKYMEHTOB;

—  CBOEBPEMEHHO cOO00IIaTh OTBETCTBEHHOMY 3a obecrneuenue 6ezonacuoctu [1/{n 8 UCIT/IH 060
BCEX  HEMITAaTHBIX  CHUTyalUsX,  HapylleHWsxXx  paboThl  CHUCTEM  3allUThl  OT
HECaHKIMOHUPOBAHHOTO JIOCTYIa, BOZHUKAIOIINX MPU paboTe ¢ mapoIsiMHu.

6.3. Bo BpeMs BBoAa mapoiield HEOOXOJWMO HCKIFOUYATH BO3MOYKHOCTH €r0 MpPOCMOTpa
MMOCTOPOHHUMHU JIMIIaMU (4YE€JIOBEK 3a CIIMHOM, HaOI0JIeHNE YeIOBEKOM 3a JIBUKEHUEM IajbleB B
MpsIMOM BUJIUMOCTH WM OTPaXEHHOM CBETE) WM TEXHHUYECKUMU CpeICTBaMU (BUACOKaMEpHI,
(dboToanmapatsl u Ap.)

6.4. [lnsg mpenoTBpamieHHs] AOCTyNa K MEPCOHAIbHBIM JAHHBIM, IOJB30BaTEelb BO BpPEMs
nepeppiBa B paboTe 00s13aH OCYIICCTBUTH OJIOKMPOBAHME CHUCTEMBl Ha)KaTHEM KOMOWHAITUH
Ctrl+Alt+Delete u knonku «bokupoBaTh» MK HaxatneM KomOuHarmu Win+L.

6.5. bnokupoBanue ceanca goctyna mnosb3oBarens B MCII[H ocymectBisieTcs mocie 15
MHHYT €T0 0e3/1elicTBHS (HEaKTUBHOCTH ).

6.6. B cmyuae yrepu maposisi paOOTHHUK CTaBUT B M3BECTHOCTb CBOETr0 HEMOCPEICTBEHHOTO
PYKOBOJMTENSI U OTBETCTBEHHOTro 3a obecmneuenune Oe3zomacHocTu [1/In B MCII[IH mist npuHsATHS
MOCJICYIOLIUX PEIICHUH.

6.7. B ciydyae xommpomeTanuu napoJisg (IpocMOTP MOCTOPOHHUMH, pasriallieHHe Mapois U
Ip.) HEOOXOAMMO H3BECTHTh CBOETO HEMOCPEACTBEHHOTO PYKOBOIMTENS W OTBETCTBEHHOTO 32
obecnieuenue 6e3omacuoctu [1/Jn B UCII/IH 1u1st mpUHATHS MOCIEIYIOMIUX PEIICHUH.

7. TlpaBuia padoThl B ceTsIX 001Iero A0CTyna v (MJIn) MeKIyHAPOIHOro o0MeHa
7.1. Pabora B cerax obmero nocryna u Ha snemenTax MCIIJIH, momKHA OCYIECTBIATHCS
UCKJTFOUUTENBHO B CITY’KEOHBIX IIETISX.
7.2. Tlpu paboTe B ceTax 00IIero J0CTymna 3anpemaeTcs:
—  OCYILECTBJIATH PabOTy MPU OTKJIIOUEHHBIX CPEACTBAX 3aIIUTHI;
— IepelaBaTh IO ceTAM OOIIEro JocTyna 3alluilaeMylo HHopMaluioo 0e3 HCMOIb30BAHUS
CpeAcTB MH(pPOBaHUS;
—  3ampemaercs CKauuBaTh U3 ceTH MHTepHeT nporpaMMHOe obecrieueHue 1 apyrue Gaiisl, eciu
3TO HE OMPEEICHO €ro JOKHOCTHBIMU 00S3aHHOCTAMU;
—  3ampemaercs MOCEeIeHNe U UCTI0Ib30BaHue ceTH VIHTepHET B JTMUHBIX LENAX.



8. Tlopsinok ycTaHOBKH OOHOBJIEHHMII MPOrPaAaMMHOI0 odecreyeHus

8.1. VYcranoBke  KpyHHBIX  OOHOBJIIEHHMH  HPOTPaAaMMHOTO  OOECHEeYeHHs  JOJDKHO
MPEIIECTBOBATh TECTHPOBAHNWE WH(MOPMAIMOHHON MH(PACTPYKTYphl Ha OTCYTCTBHE HETaTHBHBIX
BO3/ICHCTBUI OT YCTaHABIMBAEMBIX OOHOBJICHUH.

8.2. B ciyuae oOHapyXeHUsS HETaTUBHOTO BO3JICHCTBHUS YCTAHABIMBAEMOT'O OOHOBIICHHS Ha
MTaTHOEe  (YHKIMOHUPOBAHHE HMH(POPMAMOHHOW HMHQPACTPYKTYpHI, [TaHHOE OOHOBIICHHE
YCTaHABJIMBATHCA HE JOJKHO 1O coryiacoBaHuto ¢ axmuHuctparopom UCII/IH.

8.3. VYcraHoBKe HOBBIX BEpPCHH NPOTPAMMHOTO OOECHEeUeHHs] WM BHECEHHIO CEPhE3HBIX
W3MEHEHUW M JIOTIOJIHEHUW B JICUCTBYIOIIEE MPOTrpaMMHOE OOECIIEUCHHE JIOJDKHO MPEIIIECTBOBAThH
TECTUPOBAaHWE HHPOPMALIMOHHOW HMHQPPACTPYKTyphl HA OTCYTCTBHE HEraTHBHBIX BO3JCHCTBUIA
YKa3aHHOTO ITPOrPaMMHOT0 00eCTIeYeHMsI.

8.4. YcraHoBKa TPOTECTHPOBAHHBIX OOHOBIICHWIA, HOBBIX BEPCHH  MPOTPAMMHOTO
o0ecrnieyeHrs UM BHECEHNE N3MEHEHUH U JIONIOJIHEHUH B JIEHCTBYIOIEE MPOrpaMMHOE oOecrieueHre
MOXET OBITh MPOM3BEAECHO TOJBKO MO coriacoBaHuto ¢ aaMmuHucrparopom MHCII[H u
OTBETCTBEHHBIM 3a oOecnieuenue Oe3onacuoctu [11n B UCTI/IH.

9. TexHosorusi 00padoTKH MEePCOHATBHBIX JAHHBIX
9.1. TIlpm mnepBuunom gomycke k pabore B WCII[JH Ilonp3oBarenb 3HAKOMHTCS C
TpeOOBaHUSAMU PYKOBOJSAIINX, HOPMATUBHO-METOJUYECKUX M OPraHU3allMOHHO-PACIIOPSIUTEIbHBIX
JOKYMEHTOB II0 BOIIPOCaM aBTOMAaTU3MPOBAHHOHN 00paboTku uHopmanuu, uzydaer MHCTpykiuio,
[I0JTy4aeT NEepCOHAIbHBIN UICHTU(UKATOP WM JIMYHBIM Maposib y OTBETCTBEHHOIO 3a o0ecrneyeHue
oe3omacHoctu I1/{n B UCII/IH.
9.2. B mpormecce pa6otsl [Tons3zoBarens nmponsBoaut oopadotky I[1Jn B UCIT/IH.
9.3. IIpu HeoOxomumoctu BeiBoA [1J1H n3 MUCII/IH ocymiecTBisieTcs caeayomumM o0pa3om:
— konupoBanueM I1/In Ha yurennsie CMHU;
— nepenava IIJ[H mo kaHamam CBsI3U C 00s3aTeIbHBIM IPUMEHEHHEM KpHUNTOrpaduyeckoi
3aLIUTHIL.

10. Cpok neiicTBusI ¥ MOPSI/IOK BHEeCEHHsI H3MeHEeH U
10.1. Hacrosmas MHCTpyKIMs BCTYyMaeT B CHJIy C MOMEHTAa €ro yTBEPXKICHHUS W JCHCTBYET
OeccpoYHo.
10.2. Hacrosmas MHCTpYKIMs MOJICKHUT MIEPECMOTPY HE Pexke OJJHOTO pa3a B TP roja.
10.3. M3meHeHuss u JOMOJHEHHUS B HACTOAL[YI0 WHCTPYKUHIO BHOCSTCS IPHKA30M
3agenytomero MbJIOVY.
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HNHCTPYKIUA
110 MapoJILHOM 3amuTe HHpOpMALHU
B MBJIOV r. Kepun PK «/lerckuit cag Ne 60 «Pamxyray»

1. TepMuHBI U onIpe/ie/IeHUSA

1.1. ABTromaTu3upoBaHHOE paboyee MECTO — MPOrpaMMHO-TEXHUYECKHI KOMILIEKC,
MpeHa3HAYCHHBIH I aBTOMATH3AIMH eI TEIHHOCTH OTIPEICIIEHHOTO BUA.

1.2. aopmanmoHHasi cucTeMa IepCOHANBHBIX JaHHBIX — COBOKYITHOCTH COJEPIKAIUXCS B
0a3ax JaHHBIX MEPCOHAIBHBIX JaHHBIX M OOECHEeUMBAIOIIMX HX 00pabOTKy HH(POPMAIMOHHBIX
TEXHOJIOTUH M TEXHUYECKUX CPEJICTB.

1.3. O6paboTKa MepcoOHANBHBIX JaHHBIX — JI000€ AelicTBUe (Omepaius) WK COBOKYITHOCTD
nercTBUil (omepanuii), cOBepIIaeMbIX C HCIOJB30BAHMEM CPEJCTB aBTOMAaTH3aluu HiIu 0e3
WCTIONb30BAHUSI TAKHX CPEICTB C TMEPCOHATBHBIMH JTAHHBIMH, BKIIO4Yas cOOp, 3aIuCh,
CHUCTEMAaTH3aIMI0, HAKOIUICHHE, XpaHEHWe, yTOYHeHHe (OOHOBJICHHWE, N3MEHEHHWE), W3BJICUCHHE,
WCIIONIb30BaHMUEe, Tmepenady (pacmpoCTpaHEHHE, TMPEIOCTaBJICHHE, JOCTYI), O0O0e3TWYUBaHUE,
OJOKMpOBaHKE, YIATICHUE, YHUUTOKECHUE TIEPCOHATBHBIX JTAHHBIX.

1.4. KondunennuanbHocTh HHGOpMauu — o00s3aTelbHOE JJIS  BBINOJHEHUS JIULOM,
MOJIyYMBIIUM JIOCTYIl K OIpeneieHHoW wuHpopMmanuu, TpeOoBaHME HE IepeaaBaTh TaKylo
MH(pOpPMAIIHUIO TPETHUM JIUIIaM 0e3 coTyiacus ee 00agaTers.

1.5. TlepconanbpHble naHHbIE — JIF00ass WHGOPMAIHS, OTHOCSIIASACSA K MPSIMO WU KOCBEHHO
OTIPENICTICHHOMY WJIH OTpeesieMoMy (GU3NIeCKOMY JIUIY (CYOBEKTY MepCOHATbHBIX JaHHBIX).

1.6. TTonmp3oBaTenb HMHQPOPMAIMOHHON CHCTEMBI TEPCOHATBHBIX JaHHBIX — pPaOOTHUK,
OCYILIECTBISIONINI 00pabOTKy MEepPCOHAIbHBIX JaHHBIX B UH(POPMAIIMOHHON CHCTEME MEePCOHANTbHBIX
JTAHHBIX.

1.7. CpeactBo 3amutbl uHGOpPMALMKU — MporpaMMHOE oOOecrleueHue, MpOorpaMMHO-
anmnapatHoe obeclieyeHue, amnmapaTHoe oOecredeHue, BEIIeCTBO WM MaTepHall, MpeAHa3HaueHHOe
WJIM UCTIONIBb3YEMOe JUTsl 3aIUThl UH()OpPMALIHH.

2. OO01me mMoJoKeHus

2.1. Hacrosmas Wuctpykius no naponbHoit 3ammute unpopmanuu 8 MBJIOV r. Kepun PK
«Herckuit cag Ne 60 «Pangyray (manee — WHcTpykuus) ycTaHaBiMBaeT TpeOOBaHUA H
OTBETCTBEHHOCTh MPU OpraHMU3alMK MapoJbHOW 3alluThl HMH(OpPMALMK, a TaKKe OMpeleNseT
MOPSIIOK  KOHTPOJS 3a  JCHCTBUAMHU  TOJIb30BaTeNneil W OOCHYXHBAIOLIEro  IepcoHaja
MH(OPMALIMOHHBIX CUCTEM NepCcoHaNbHBIX AaHHbIX (nanee — UCII/IH) npu padoTe ¢ mapoisiMu.

2.2. TpeOoBanus Hacrosimedl WMHCTpyKIMM SBISIOTCA 0O0s3aTENbHBIMU JJISI MCIIOJHEHUS
BceMH noJibzoBarersivu U aaMuauctparopamMu UCIITa MBJIOY r. Kepun PK «Jlerckuii cag Ne 60
«Pagyra» (manee — MBJIOY), ucnons3yromuMu B CBOeil paboTe cCpeicTBa BBHIYUCIUTEIHHOM
TEXHHKH.

2.3. Bce mnonw3oBarenu u aamunuctparopsl MCII[In MBJIOY, ucnomas3ytomue B cBoei
paboTe cpelncTBa BBIYMCIUTENBHON TEXHUKH, JOJDKHBI OBITH O3HAKOMIJIEHBI C TpeOOBAHUSAMHU
HacToseld MHCTpyKIuy no moAmnuch.

2.4. Hactosmas WHCTpyKIus sBJseTCSs JOMOJIHEHHEM K JIEHCTBYIOIIMM JIOKaJbHBIM
HOPMAaTUBHBIM aKkTaM (BHYTPEHHMM JOKyMEHTaM) IO BoOIpocaM obecreueHus Oe30MacHOCTH



CBE/ICHUI KOH(PUICHINATBHOTO XapaKkTepa, B TOM YHCIIE U MEPCOHATIBHBIX JaHHbIX (nanee — [1/1n), u
HE MCKITI0YAeT 00513aTeIbHOTO BBIMOJHEHHS UX TPEOOBaHUIA.

3. TpeboBaHus, npexbsBjsieMble K HIeHTH(UKATOPAM (K0JaM) H NAPOJIAM (OPSI0K
(¢popMupoBanus u oOpameHuss ¢ HUMM)
3.1. Astopumzanus nons3oBateneid MCII[IH ocymiecTBisieTcss MyTeM BBOJIA HICHTH(PHUKATOPA
W/WJTH TTapOJIs.
3.2. TpeboBanus k (JOPMUPOBAHUIO TTAPOJICH U OOPAIICHUIO C HUMHU.
3.2.1. Tlaponb popmupyercs mpu CO3AaHUU YIETHOW 3alMCH OTBETCTBEHHBIM OOecrieueHHe
6e3onacuoctu [1/In B UCII[An unu anmunuctparopom MCII/IH, npu nepBUYHOM BXOJI€ B YUETHYIO
3aMMch Maposb T0JIKEH ObITh H3MEHEH BIIAJEIbLIEM.
3.2.2. Bnazmenplbl IMYHBIX TTApOJIeH 00s3aHBI 00ECTICUUTh UX TaifHY.
3.2.3. Tlaponu reHepHpyYIOTCS C YUETOM CIEAYIOIMIHNX TPEOOBaAHMIA:
—  TapoJib JOJDKEH 3HATh TOJIBKO €ro BIIaJeliell;
—  JIJIMHA MapoJisi JOJHKHA ObITh HE MEHEE 8 CHMBOJIOB;
— B IapoJsie 00s3aTeNbHO JOJKHBI IPUCYTCTBOBATH Kak UGB, TaK U OYKBBI Ha BEPXHEM U
HIKHEM PETHCTpax;

— TapoJib He JIOJDKEH BKJIKOYATh CMBICJIOBYIO Harpysky (MMeHa, paMuianu, HauMEeHOBAaHUS
OpraHu3aIiii, yJauil, TOpOJOB | T.1.), oOmenpuHsaTeie cokparieHus (userOl, password(2
U T.I.) ¥ IOCJIe/IOBaTeNIbHbIE COUeTaHus KiaBulll kinaBuaTypsl (qwertyOl, Unyken12);

—  MakKCHMAaJIbHbIA CPOK AeUCTBUS napoig coctasisieT 120 nHei;

—  MUHHUMAaJbHBIN CPOK AEHCTBUS MAPOJIsl COCTABIISIET 2 JIHS;

—  KOJIMYECTBO HEYJAYHBIX MOMBITOK BX0JIa B CUCTEMY, IIPUBOAAIIEE K OJIOKUPOBKE YyUeTHOMN

3aIKUCH I10JIL30BAaTENS JOJDKHO OBITH He Ooliee 6.

3.2.4. TpeboBanus Kk GOPMHPOBAHHMIO TMMAPOJICH  OOECIIEUMBAIOTCS  TEXHUUYECKUMH
BO3MOXHOCTSIMU HMCHOJIb3yEMbIX OINEpPAlMOHHBIX CHCTEM, CpPEACTB 3allUThl HHQOpMALMK U
MH(OPMALIMOHHBIX PECYPCOB.

3.2.5. TlonHas mnaHoBas CMEHa IMapoJjieil Mojap30BaTeNell JOHKHA MPOBOJUTHCS PETYISIPHO,
HE peXe OJHOro pasza B IMoJroja. BHemyaHoBas cMeHa Mapojisi MPOU3BOAMUTCA B Cydae €ro
KOMIIPOMETAIIMH, a TaKXke 1o nmpockOe nmoas3oBarens UCIIIx.

3.2.6. Xpanenue mnonn3oBatenamMu MCII[H 3HaueHwit cBoux mapoyied Ha OyMakHOM
Hocutene 3AITPEIIIEHO.

3.2.7. Tlonb3oBarenb HE HMEET TMpaBa COOOIIUTh JWUYHBIA MApOJib JPYTUM JHIAM
(pa3pemraercs TONBKO C COIJIACOBAHHMS OTBETCTBEHHOTO 3a oOecreyeHue Oe30MacHOCTH WM
apmunuctparopa UCIIJIH npu HaMU4YMKM TEXHOJIOTUYECKON HEOOXOIUMOCTH UCTOIb30BAHUSI UMEH U
napojeil pabOTHUKOB B MX OTCYTCTBHE B Cly4ae BO3HHUKHOBEHHS HEIMITATOHBIX CUTYyaluid, (opc-
Ma)XOPHBIX 00CTOSTENbCTB U T.N. Ilo Bo3pamieHnto paGOTHUKHM 00s3aHbI cpa3y kK€ CMEHHMTb CBOU
MapoJIv Ha HOBBIE 3HAYEHUS COTJIACHO MaHHOUW MHCTpyKIuN).

3.3. Tlopsamox cMeHBl maposied U HAEHTU(UKATOPOB MPU M3MEHEHHUSAX B OPraHMU3alMOHHO-
IITaTHOM CTPYKTYpe (KaapOBbIe MEPECTAHOBKH, YBOJIbHEHNE PAOOTHUKOB):

3.3.1. IIpu npekparieHnu IeHCTBUS TPYAOBOTO JIOTOBOpa ¢ PAOOTHUKOM BCE CO3JIaHHBIE IS
3TOrO pabOTHHMKA y4EeTHBIE 3aMUCH (TI0JIH30BATENBCKOE UMS) MOJUIekKAT OJIOKMPOBAHUIO HE MO3/HEE,
4eM B JIeHb yBOJIbHEHHS paboTHUKA. [loyHOE ynaneHne y4eTHBIX 3anuceil MPOM3BOAUTCS B TCUCHUH
5 pabouux aHe# co qHS yBOJbHEHUS paboTHHKA. OCHOBaHMEM JUis OJIOKUPOBAHMS U MOCIEAYIOLIETO



ylaJeHHUsl YYETHBIX 3amucel paOOTHHKA SIBJIAETCS 3asBKa, IPEICTaBICHHAs HENOCPEACTBEHHBIM
PYKOBOJIUTEINIEM YBOJBHAEMOTO HE NO3/IHEE, YeM 3a 3 pabouyuX JHS 10 JHS €ro YBOJIbHEHUSI.

3.3.2. llpy  mpoBeneHUH  OPraHU3AIMOHHO-IUTATHBIX  MEPONpUATHH  (KaJpoBbIe
NEPECTAHOBKM)  HEMOCPEACTBEHHBI PYKOBOJHTENb CTPYKTYPHOTO  TOJpasfeneHus o0s3aH
npenctaBuTh aamuauctparopy MCII/IH 3asBKy Ha U3MEHEHHE B ITpaBax JOCTYIIA.

3.4. Tlopsamok neicTBUN MPU KOMITPOMETANU HACHTU(PUKATOPOB U TTAPOJICH.

3.4.1. Tlox xommpoMeTanuell MOHNMAETCS: yTpaTa Mapoisl YYeTHON 3amucu U (WIIK) Tapoiis
UACHTU(UKATOPA, pasrallieHHe YYeTHOW 3amucH TMapojs WM maposis uiaeHTtudukaropa (sBHas
KOMITpOMETAIMs ), WJIM MHAsl CUTYyallus, KOTOpasi JaeT OCHOBAHUE IS MIPEAIOJIONKEHHS O HAPYILIEHUH
KOH(UIECHIIMATILHOCTH Napojieil U uAeHTU(PUKATOPOB (HEsBHAS KOMIIPOMETAIIHS).

3.4.2. llpu BoIsBIeHUM (aKTa yTpaThl MapoJisi, pasMJIAlICHUs MapoJisi, IapoJIs
UIAEHTU(PHUKATOpPA, CAMOTO HIEHTHU(PHUKATOpa MOJIb30BaTENb 00513aH HE3aMEUINTENbHO COOOIIUTH O
TAHHBIX (aKTaX CBOEMY HENOCPEICTBEHHOMY PYKOBOJMUTEIIO M OTBETCTBEHHOMY 3a OOecreueHHe
6e3onacuoctu [1/1n B UCIIAn umu anmunuctparopy UCIdH.

3.4.3. B cinyuae BbIsBICHHA (aKTa KOMIIPOMETAIMMA HISHTH(GHUKATOPOB W Mapojen
nosb3oBarens anMuuauctparop UCIIJIH unu oTBeTcTBeHHBbIN 3a oOecnieuenue 6e3omnacHoctu [1/1H B
UCIIH o00s3aH HEMeJIeHHO 3a0JIOKAPOBAaTh YUETHYIO 3alKCh JAaHHOTO TIOJh30BATENs U
HEe3aMeUINTEIbHO MPOU3BECTH BHEIJIAHOBYIO CMEHY MapOoJIsl JJIsl 3TOTO MOJIb30BaTEIS.

4. IlpaBa u 00SI3aHHOCTH
4.1. Ocnosuble 3agaun aamuauctparopa MCIIx:

—  OpraHu3alus yCTaHOBKH CPEICTB UACHTHU(PHUKAIIMU U ayTeHTU(UKALIUH;

—  opraHuzauus napoJjibHou 3anuThl Bo Becex MCII/IH;

— BBIJAYa MEPBUYHBIX MapoJied, M DJIEKTPOHHBIX MEPCOHANbHBIX HJIEHTU(UKATOPOB U
MapoJier K HUM;

—  OCYILIECTBJICHHE KOHTPOJS 32 COCTOSHHUEM CHCTEMbI IMAapOJIbHOM 3alUThl HHPOPMAIUH B
NCTI/n.

4.2. Anmunuctparop UCII/In nmeer npaBo:

— BHOCHUTb TMPEAJIOKEHUS IO COBEPIICHCTBOBAHMIO CHCTEMbl MapOJIbHOM  3aIUThI
naopmanuu B UCII/IH;

— TMpUHUMATh YydYacThe B IUIAHUPOBAaHMM MEPONPHUATHI IO MapOJIbHOM  3amuTe
unpopmanuu B UCIIJIH ¥ nimaHupOBaHMU OCHAIICHHS CPEACTBAMHM WIACHTH(PHUKAIUU U
ayTeHTU(UKALUH;

—  OCYLIECTBJISTh KOHTPOJb COCTOSIHMSI CPEICTB HACHTU(UKALUM U ayTCHTH(PHUKAIUU B
NCTIH;

—  HMHHUIMHPOBATH CIY>KEOHBIE MTPOBEPKHU U y4acTBOBATh B MPOBEACHUU PACCIEIOBAHUN IO
(hakTaM KOMITpOMETAIINH;

— OKa3blBaTh MOMOINb B PEUICHHH MPOOJIEeM, BOZHHKAIOMIMX IMPH JKCIUTyaTallud CPEJICTB
UICHTU(PUKAIINHN U ayTeHTU(DUKALIUH.

4.3. OO0s3aHHOCTH B 4YacTU MapOJbHON 3alUThl WHGOPMAIMKA OTPAKEHbI B HMHCTPYKIIHH
anmunaucrparopa UCII/IH.
4.4. Tlonp3oBarensm UCII/IH B cBOel paboTe 3amperniaercs:

— cooOmare KOMY-TMOO CBOM JIMYHBIA TapoJib W/MIM TMapoiib K DIEKTPOHHOMY
MePCOHATBLHOMY UICHTHPHUKATOPY;

— TepenaBaTh KOMY-JIMOO BBIJAHHBIN dJIEKTPOHHBIN MEPCOHATBHBIN HISHTU(DUKATOD;



—  OCYIIECTBJIATH BX0J] B oneparronHsie cucremsl UCII/IH u B nHDOpMaAIIHOHHBIE PeCypChI
MO/ Yy’KUMU UJICHTU(DUKATOPAMH U TIAPOJISIMH;
—  OTKJIIOYAaTh CPENICTBA UACHTU(DUKAIUHN U ayTeHTU(DUKAITIH.

4.5. B cnyuae NosIBICHHS MOAO3PEHUIN Ha (PakT KOMIPOMETAIMH MMAPOJIs, a TAKKE B Clydae
BBISIBJICHUS] MHIUICHTOB ((paKTOB U T.II.), CBSI3aHHBIX CO COOSIMH B pabOTe CPEICTB HICHTU(DUKAIIUN
U ayTeHTU(UKAIMK, TOJh30BATCIM O0S3aHBI HEMEUICHHO MpOoWH(POpPMHpOBATH 00 ATOM
OTBETCTBEHHOTO 3a oOecnieuenne 6e3onacHoctu [1/1n 8 UCITIn nnu agmunuctpatopa UCTTH.

5. OTBeTCTBEHHOCTD /I0JZKHOCTHBIX JIMI] B PAMKAX CHCTeMbI AP0JIbHOM 3a1UTHI

uHopManuu

5.1. Tlonmb3oBaTenu, OTBETCTBEHHBIM 3a oOecmedenune Oe3omacHoctu [l B UCII[H u
anmunaucrparop MCIIJIH HecyT OTBETCTBEHHOCTh 3a HEHA UIeKalllee UCIIOJIHEHUE WM HEUCTIOJHEHHE
CBOMX OO0S3aHHOCTEH, NMpPeAyCMOTpPEHHBIX HacTosied MHcTpykuuel, B mpesenax, onpeaeaeHHbIX
JNEHUCTBYIOIUM 3aKOoHOJATenbCcTBOM Poccuiickoit ®depepanuu. 3a HecoOMoAeHHE TpeOOBaHUM
3akoHomarenscTBa  Poccmiickoit ~ denepanmum  OpeIyCMOTPEHAa  IPAXKIAHCKAs,  YrOJIOBHAs,
aJIMMHHUCTpaTUBHAS, TUCIIUIUIMHAPHASI OTBETCTBEHHOCTb.

5.2. Tlosp30Bareny, OTBETCTBEHHBIM 3a obecmedenue Oe3omacHoctd [IJJn B MCII[H wu
anmuauctparop MCIIJIH HecyT OTBETCTBEHHOCTh MO JIEHCTBYIOLIEMY 3aKOHOAATEILCTBY
Poccuiickoit @enepanuu 3a pasriianieHHe CBEICHHM KOH(UISHIMATBbHOTO XapaKTepa, CTaBLIUX
W3BECTHBIMU TIPU BBIOJIHEHUU CIYKEOHBIX O0O0SI3aHHOCTEW, B TOM 4YHCJE MPEIyCMOTPEHHBIX
Hacrosmen MHcTpykuuei.

6. Cpok geiicTBHS U OPSAIOK BHECEHHsI H3MEHEH U
6.1. Hacrosimass UHCTpyKIMST BCTyMmaeT B CHIIy C MOMEHTA €€ YTBEPXKICHHUS M JEHCTBYET
0eccpovHo.
6.2. Hacrosmas MHCTpyKIUS NOIEKUT NEepecCMOTPY HE Peke OJTHOTO pa3a B TPU rojia.
6.3. l3MmeHeHus U JONOJIHEHUS B HACTOSIIYI0 WHCTPYKLHIO BHOCSTCS IPHKA30M
3aBenyromero MBJ1OVY.
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HHCTPYKIUA
10 AHTUBMPYCHOM 3a1UTe
MBJIOY r. Kepuu PK «Jlerckuii cag Ne 60 «Pamyray»

1. TepmuHbI 1 onpeesieHUs!

1.1. ABTromaTu3upoBaHHOe padouee MeCTO — MPOrpaMMHO-TEXHUYECKHI KOMILIEKC,
MpeHa3HaYeHHBIN /11 aBTOMaTU3alMK JeSITEIbHOCTH OTPEIEIEHHOTO BU/A.

1.2. AHTUBUpYCHAs 3amUTa — 3amuTa WHGOpPMAIMM ¥ KOMIIOHEHTOB WH(MOPMAIMOHHOM
CHUCTEMBl OT BPEJOHOCHBIX KOMIIBIOTEPHBIX MporpamMm (BUpPYcoB) (OOHapykeHue BpeJOHOCHBIX
KOMITBIOTEPHBIX MpPOrpaMM (BHPYCOB), OJIOKMPOBAHUE, H30JUPOBAHUE «3aPAKEHHBIX» OOBEKTOB,
yaJeHue BPEJOHOCHBIX KOMIBIOTEPHBIX IPOrpaMM (BUPYCOB) U3 «3apa’KEHHBIX» 0OBEKTOB).

1.3. UadopmanmonHas cucreMa MepcoOHANBHBIX JaHHBIX — COBOKYITHOCTH COJEPIKAIUXCS B
0a3ax JaHHBIX MEPCOHAIBHBIX JaHHBIX M OOECHEeUMBAIOIIUX HX 00pabOTKy HHPOPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPE/ICTB.

1.4. O6paboTka MepcoOHANBHBIX JaHHBIX — JII000E NeUCTBUE (Omeparus) Wid COBOKYITHOCTh
nercTBuil (omepanuii), cOBepIIaeMbIX C HCIOJb30BAHMEM CPEJCTB aBTOMaTH3aluu uiu 0e3
UCIOJIb30BAHMSl TaKUX CpPEACTB C MEpPCOHANBbHBIMM JIaHHBIMM, BKIIOYas cOOp, 3amuch,
CHUCTEMaTH3allil0, HAKOIUIEHHE, XpaHEHHWE, YTOYHEHHE (OOHOBJIEHHE, W3MEHEHHUE), W3BIICYEHUE,
WCIIONIb30BaHUE, Tmepenady (pacmpoCTpaHEHHME, TMPEIOCTaBJIICHHE, JOCTYI), OO0e3WYUBaHUE,
OJIOKMpOBaHUE, yal€HUE, YHUUTOKEHUE EPCOHAIBHBIX IaHHBIX.

1.5. KonpunennumaapbHOCTh HHPOpPMAMK — OOS3aTEIBHOE JUISI  BBIMOJHCHUS  JIUIIOM,
MOJIyYMBIIUM JIOCTYIl K OIpEAETICHHOM uHpopMmanuu, TpeOOBaHME HE MepelaBaTbh TaKylo
nHGOPMALIHIO TPETHUM JIMIaM 0e3 coriacus ee oOnagaress.

1.6. IlepconanbHble gaHHble — J100as MHGOpMaLUs, OTHOCAIIAACA K HPSAMO WMJIM KOCBEHHO
OIpEe/IeIIEHHOMY WM ONpeAesieMoMy (pU3NUeCKOMY JIULY (CyOBEKTY NEepCOHATIbHBIX JAHHBIX).

1.7. Ilonb3oBarens HMH(MOPMALMOHHOW CHUCTEMbI MEPCOHAJBHBIX JAHHBIX — pPAOOTHUK,
OCYLIECTBIISIOMINNA 00pabOTKy MEePCOHAIBHBIX JaHHBIX B MH(POPMALMOHHON CUCTEME NePCOHAIBHBIX
JTAHHBIX.

1.8. CpencrtBo aHTMBUPYCHOW 3alUThl — MPOrpaMMHOE CPEACTBO, peanusyrouiee (GpyHKIUH
OOHapyXeHHMs  KOMIIBIOTEPHBIX IporpamMm JIMOO  HMHOW  KOMIIBIOTEpHOM  HMHpopMmauu,
IpEeJHA3HAYCHHbIX JJIS HECAaHKIUMOHUPOBAHHOTO YHMUYTOXKEHHs, OJOKMpPOBAaHHUSA, MOAU(DUKAIINH,
KOIIMPOBAHUS KOMIBIOTEPHON MH(POPMALUU WIN HEHTpalM3aluy CPeACTB 3alIUThl MH(DOpMaLuy, a
TaKXe pearupoBaHUs Ha OOHAPY)KEHUE 3TUX IPOTPaMM U MH(POPMALIH.

1.9. CpeactBo  3amuThl  MHQOpPMALMU — TMPOrpaMMHOE obOecreueHue, MporpaMMHO-
anmapaTtHoe oOecrieyeHue, anmnapaTHoe oOecredeHue, BEIIeCTBO WIM MaTepHal, NpeHa3HauYeHHOe
WIN UCTIOJIb3YeMOe /I 3aIlUThl HHPOPMaIIUH.

2. O0mme nos1oxkeHns
2.1. Hacrosamas Muctpykuus no antuBupycHoit 3amute MB/10OY r. Kepun PK «/letckuii can
Ne 60 «Panyra» (nanee — MHCTpyKIMs) peryaupyeT BOIIPOCH! OpraHU3alMi aHTUBUPYCHON 3aIUThI U
TpeOOBaHUS K HOPSIIKY IPOBEJCHUS aHTUBUPYCHOT'O KOHTPOJISL.
2.2. WHcTpyKuMs ycTaHaBIMBaeT TPEOOBAHUS U OTBETCTBEHHOCTh IPU OPraHU3aIMM 3aIUTHI
uH(OpMAIIUY OT Pa3pyIIAIOLIET0 BO3IEHCTBUS BPEJOHOCHBIX IPOTrPAMM — KOMITBIOTEPHBIX BUPYCOB.



2.3. TpeOoBanus Hacrosimedl MHCTpYyKIMM SBISIOTCS 00s3aTENbHBIMH JJISI MCIIOJHEHHS
Bcemu padotHukamu MBJIOVY r. Kepun PK «Jlerckuii can Ne 60 «Pamyra» (mamee — MBIOY),
MCTOJB3YIOUIMMH B CBOCH pabOTe CPesICTBA BEIYUCIUTEIBHON TEXHUKH.

2.4. Bce pabotnuku MBJIOVY, ucnomnp3yrolye aHTHUBHPYCHBIE CPEACTBA, OJDKHBI OBITH
03HAaKOMJIEHBI ¢ TpeOoBaHUAMH HacTosed NHCTpyKIuei no1 noAnuch.

2.5. Hacrosmas WHCTpyKIUs SBJISIETCS JOMOJIHEHHEM K JICHCTBYIOIIMM JIOKAJbHBIM
HOPMATHBHBIM aKTaM (BHYTPEHHHM JOKyMEHTaMm) II0 BOMpocaM obecreueHust Oe30MacHOCTH
CBE/ICHUI KOH(PHUICHINATBHOTO XapaKTepa, B TOM YHCIIE U MEPCOHANBHBIX NaHHBIX (Hanee — [1/1H), u
HE MCKITI0YAeT 00513aTeIbHOTO BBIMOJHEHHS UX TPEOOBaHUIA.

3. TpebdoBaHUsI K AaHTUBMPYCHBIM CpPeICTBAM

3.1. B VYupexaeHun K TNPUMEHEHHUIO JOIMYCKAIOTCSA JIMICH3MOHHBIE aHTHBHPYCHBIC
MIPOrpaMMHBbIE U (WJIM) IPOrpaMMHO-aMIapaTHble CpeAcTBa (AaHTUBUPYCHBIE CPEJICTBA), 3aKYIJICHHBIE
y pa3paboTyrKa yKa3aHHBIX CPEACTB MJIU €ro 0(UIIMaIbHBIX TUIEPOB.

3.2.  AHTHBHUpYCHBIEC CpPEIICTBA JOJDKHBI (DYHKIIMOHUPOBATH B TEYEHUE BCETO BPEMEHH PaOOTHI
CPEICTB BBIYUCIUTEIBHON TEXHUKHU (OT MOMEHTA 3arpy3Kd ONEpPalMOHHON CHCTEMBI IO MOMEHTA €€
BBITPY3KH).

3.3. AHTHBUpPYCHOE CpEICTBO HE JOJKHO CYIIECTBEHHO 3aTPYAHATH PabOTOCHOCOOHOCTH
CPEACTB BBIYMCIUTEIHFHON TEXHUKHM HH(DOPMAIMOHHBIX CHCTEM IMEPCOHATBHBIX ITaHHBIX (Hajee —
NCTIn).

4. TlpaBa u 00513aHHOCTH

4.1. AHTUBHPYCHOM 3alIUTe TOMJICKHUT BCs, oOpabateiBaecmMas B MBJIOY npu momorniu
CPEICTB BBIUMCIUTENbHON TEXHUKH, HH(OPMALIMS, HE3aBUCUMO OT OFPAaHUYEHHM OCTYTa K HEH.

4.2. @aiinpl, TIOMENIAeMbIE B DJICKTPOHHBIA apXvB JOJDKHBI B 00S3aTEIILHOM TIOPSJIKE
MIPOXOJUTh AHTUBUPYCHBIN KOHTPOJIb.

4.3. VYcranaBnuBaeMoe (M3MEHsIEMOE) TMpOrpaMMHOE OOecleueHue JI0JDKHO  OBITh
MIpEABAPUTEIIBHO IPOBEPEHO HA OTCYTCTBUE BUPYCOB.

4.4, B UCII/[IH 3ampemniaeTcss yCTaHOBKa MPOTPAMMHOIO OOECIIeUeHHUs, HE CBS3aHHOTO C
BBINIOJIHEHUEM  (DYHKIHH, TPEeIyCMOTPEHHBIX  TEXHOJOTHYECKHMM  MIpPOLEccCOM  00paboTku
nHpopMaIuu.

4.5. CompoBoxaeHue (peryisipHoe OOHOBJICHHE, AHTUBHPYCHBIM KOHTPOJIb, BBISIBICHUE
(bakTOB 3apakeHHUsS U MPOBEICHHUE CIYKEOHBIX paCClICJOBAaHHI) MpaBWJI aHTUBUPYCHOW 3alllUThI
BO3JIaraloTcs Ha OTBETCTBEHHOIO 3a oOecneueHnue 6e3onacuoctu 111 8 UCII/IH.

4.6. OcHoBHBIC 3371241 OTBETCTBEHHOTO 3a obOecrieueHue 6e3onacHoctu [1/{n B UCIT/H:

— OpraHu3auus Ipolecca yCTaHOBKU aHTUBUPYCHBIX cpeacts B UCII/IH;

— COMPOBOXICHHE AaHTUBUPYCHBIX CpEACTB (OOHOBIIEHHE, AHTHUBUPYCHBIH  KOHTPOJb,
COTPOBOXKJCHHE NEHCTBUI MOJB30BATENECH B clydasx oOHapy>KeHHUs BHPYCOB, oOecrieueHue
paboTOCTIOCOOHOCTH aHTUBUPYCHBIX CPEJICTB);

— KOHTPOJIb COCTOSIHUSI CUCTEMBI aHTUBUPYCHOH 3amuTsl HHGopmarun B MBJIOVY.

4.7. OrtBercTBeHHBIH 3a oOecneueHue OesomacHoctu IIJlm B  MUCIIJIH HeceT
OTBETCTBEHHOCTb 3a:

— 32 CBOEBPEMEHHYIO YCTAaHOBKY aHTUBUPYCHBIX CPEJCTB;

— 32 JKCIUTyaTaluioo (aHTHBUPYCHBIA KOHTPOJIb, paOOTOCTIOCOOHOCTh aHTUBUPYCHBIX CPEJICTB,
COTPOBOXKJCHHE NEHCTBUI MOIb30BaTeNell B clydasx OOHApY>KEHUS BHUPYCOB) CHCTEMBI
AHTUBUPYCHOU 3alIUTHI HH(POPMAIUH;



— 32 CBOEBPEMEHHOE OOHOBJICHHE JINIICH3UI HA AHTUBUPYCHBIEC CPEJICTBA;
— 32 CBOEBPEMEHHOE OOHOBJICHNE aHTUBUPYCHBIX 0as3.
4.8. OtBercTBeHHbII 32 obecnieuenne 6ezonacHoctu [1/{n B UCIIIH nmeet npaBo:
— BHOCUTb TMPEMJIOKEHUST TI0 COBEPIICHCTBOBAHUIO CHUCTEMbl AHTHUBUPYCHOM  3alUTHI
nHpOpMaINH;
— TPUHUMAThH YYaCTHE B TUIAHUPOBAHUU MEPOTPHUATHIA 10 AaHTUBHPYCHOU 3alTUTe HHPOPMAIUH
Y TJITAHUPOBAHUU OCHAIIICHUSI aHTUBUPYCHBIMH CPEJICTBAMH;
— OCYIIECTBIISAIT KOHTPOJIb COCTOSIHHSI CPEICTB AHTUBUPYCHOW 3allUThl HMHGPOPMALMH B
MB/10Y;
— UWHUIMHUPOBATH CIIY)KEOHBbIE TPOBEPKH U y4aCTBOBATh B TPOBEJCHHUH pPaCCIICIOBaHUUN IO
(akram 3apaxenust Bupycamu UCII/IH 1 cpeACcTB BEIUUCTUTEILHON TEXHUKH;
— OKa3bplBaTh TOMOIIb B PEIICHUHM MPOOJIEeM, BO3HUKAIOIIMX TMPHU OKCIUTyaTallid CpPEJICTB
AHTUBUPYCHOM 3aIlMTHI.
4.9. Tlonp3oBarenb aHTHBHPYCHOTO CpEICTBAa — JIMIO, Ha paboueM MecTe KOTOPOTO
MIPUMEHSETCSI aHTUBUPYCHOE CPEJICTBO.
4.10. Tlosp30BaTesiM aHTUBUPYCHBIX CPEJICTB 3aIPeIacTCs:
— MEHSTh HACTPOWKH WJIM OTKJIIOYATh CPEICTBA AHTUBUPYCHOM 3aIlIUTHI BO BpeMsl paOOTHI;
— HCIOJBh30BaTh CPEACTBA AaHTUBUPYCHOMU 3aIUTHI, OTIUYHBIC OT YCTAHOBJIECHHBIX CPE/ICTB;
— 0e3 paspermieHus 0TBETCTBEHHOTO 3a obecnieuenue 6ezomacuoctu [1/Jn B UCII/In komupoBaTh
mo0bIe (ailyibl Ha CheMHBIC HOCHTENIW MH(OPMAIMH, YCTAaHABIMBATh U MCIOJb30BaTh J1I000€
MporpaMMHOe oOecreueHne, He MpeIHa3HauYeHHOE /7Sl BBIMOJHEHUS CITY>KeOHBIX 3aj1ay.

5. Tlopsiaok U MePUOAUYHOCTH OOHOBJIEHUSI AHTUBMPYCHBIX 6a3

5.1. CBoeBpeMeHHOE OOHOBJICHHE 0a3 TaHHBIX CPEJICTB aHTUBUPYCHOM 3alUTHI HH(OPMAITUN
SBIIIETCS HEOThEeMJIEMON 4acThio obecriedeHusi 3GGEKTUBHON MOJUTHKU AHTHUBHPYCHOM 3aIIUThI
nHpopMaIuu.

5.2. VYcraHoBke OOHOBIIGHMH JOJDKHO TpeamectBoBath TtectupoBanue MHWCII[H Ha
OTCYTCTBHME HETaTHUBHBIX BO3JCUCTBUI OT BHOBb YCTaHABIMBAEMBIX OOHOBIJICHUH.

5.3. VYcraHOBKe HOBBIX BEpCHi MPOrpaMMHOr0 OOECHEeUeHUS WM BHECEHHIO M3MEHEHUI U
JIOTIOTHEHUH B JIEHCTBYIOIIEE NMPOrpaMMHOE 00eCreYeHHne TOJDKHO MPEeecTBOBaTh TECTUPOBAHHE
HCTI/IH Ha OTCYTCTBUE HETaTUBHBIX BO3JACUCTBUI YKa3aHHOTO MIPOTPAMMHOTO OOCCIICUCHHMS.

5.4. TlepuoanuHoCTh OOHOBICHUS AHTUBUPYCHBIX 0a3:

— oOHoBieHHe aHTUBUPYCHBIX 0a3 /g Beex MCII/IH, uMeromux moAKioueHne K CeTsiM 00IIero
MOJIb30BAHUSI M CETSIM MEXAYHApOJHOTO HH(GOPMAIIMOHHOTO OOMEHa, JOJDKHO OBbITh
eXeIHeBHbIM. VcTOUHMK OOHOBIEHUS — cepBep pa3paboTyvKa aHTHBHPYCHOTO CpPEICTBA,
00 COOCTBEHHBIH IIEHTPAIM30BAHHBIN CETEBOM HCTOYHUK OOHOBIICHUH, MOIYydYarOUTU
0OHOBJICHHUS C cepBepa pa3paboTYMKa aHTUBHUPYCHOTO CPEJICTBA.

— oOunoBnenue antuBUpycHbIX 0a3 mis MCII/IH, He UMEImUX MOJKII0YeHHEe K CeTSAM OOIIero
MOJIb30BAHMS U CETSIM MEXAYHapOJAHOTO MHGOPMAIIMOHHOTO OOMeHa, OOHOBJIEHHE JOJHKHO
ObITh He MeHee 1 pasa B Hemenro. McToYHMKOM OOHOBIEHUS B JAHHOM CiIydae SIBISIOTCS
aHTUBUPYCHBIE 0a3bl, 3aMMCAHHbBIE HAa MPEABAPUTENHHO YUYTCHHBI B YCTAHOBIEHHOM TOPSI/IKE
CHEMHBIN MAIIMHHBIA HOCUTENb WH(POPMAITUH.

6. Ilopsinok M MepPHOANYHOCTH NPOBEJACHUS AHTHBHPYCHOI0 KOHTPOJIS
6.1. OObekTaMu aHTUBHUPYCHOTO KOHTPOJIS SBJISIOTCS:

— KeCTKHe MarHuTHbIE TUCKU pabounx craHimii u cepsepos UCIIH;



— CETEBbIE XPaHWINIIA (CUCTEMBI XpaHEHUS IaHHBIX);

— oIlepaTUBHAs U CUCTEMHAas NaMsITh CPEACTB BHIUYUCIUTEIBHON TEXHUKU;

— CBhEMHbBIC MAlIMHHBIE HOCUTEIU HH(OPMAIHH;

—  BXOJSIIMHA U UCXOAIIMI KOHTEHT (BeO-TpaduK);

— (ainpl, nNOTydaeMble W TepeAaBaeMble 4epe3 CeTH OOIIero IMOJIb30BaHHUS U
MEXAYHApOIHOI0 HH(OPMALIMOHHOTO OOMEHA;

— TIOYTOBBIE COOOIIECHUS 3JIEKTPOHHOU MOYTHI.

6.2. AHTHBHUPYCHBI KOHTPOJIb BXOAALICH MHPOPMALIUU CO ChEMHBIX MAIIMHHBIX HOCHTEIEH
nHpOpMaMKM HEOOXOJUMO TPOBOAUTH 10 TNepeHoca MHpOpMalHuK Ha KECTKUHA MArHUTHBIN JHCK
paboueil craHumMu win cereBoil auck. MHpopmaius, noiyyaemas Mo TEIEKOMMYHHKAIIMOHHBIM
KaHajaM, JOJDKHA IPOBEPATCS BO BpeMs, WIM cpa3y nocie noiydeHus. KoHTponb ucxonsmieit
nH(popMaluy He0OXO0IMMO MPOBOJUTH HEMOCPEACTBEHHO IEpesl OTHPAaBKON (3allMChi0 HA ChEMHBIN
HOCHUTETIh).

6.3. Buuel u IepuOIMYHOCTS AHTUBUPYCHBIX IIPOBEPOK MPEICTABICHBI B TabiwmIe 1.

Tabmuma 1
No IleprnoanaHOCTH
OOBeKT KOHTPOIS Bun nposepku PHO
n/m MTPOBEPKHU
1 YKecTkne MarHuTHEIE JUcKy pabounx | 1I0THas mposepka 1 pa3 B mecsiiy
cranuuii u cepsepos UCI1IH BricTpoe ckannpoBanue 1 pa3 B HExemo
CereBble XpaHUITUIIA (CUCTEMBI
2 ITonnas mpoBepka 1 pa3 B mecsIl
XPaHCHHSI TAaHHBIX )
3 OrmnepaTHBHAs U CUCTEMHAS [TAMSTh Tommas mpoBepka 1 pa3 B mecsn
CPEJICTB BBIYHCITHTENLHON TEXHUKU BLICTPOE CKAHUPOBAHHE 1 pas B HexeMO
CheMHbIe MAITMHHBIC HOCHTEITN [Mpu xaxaomM
4 IToras mpoBepka
nHbOpMaITUH TOJIKJTFOYCHU T
MuHuMaNbHO HE00XOANMOE
TpeboBaHUE -
5 | Beb-tpadux p o [TocrostHHO

HACTPOIKa aHTHBUPYCHOTO
CpEJICTBA 10 YMOITYaHUIO

@Dalibl, IOTyYaeMbIe U

’ yi [Ipu xaxgom

nepenaBaeMble Yepe3 ceTH O0IIero

6 [Monnast mpoBepka MOJTYYECHUH U
MOJh30BaAHUS H MEKIYHAPOIHOTO

OTIPaBKe
“H(OpMAITMOHHOTO 0OMEHa
MuHuUMaNEHO HE00XOANMOE
. IIpu xaxxaom
[TouToBBIE COOOIIEHNS AINEKTPOHHON TpeOoBaHHE -

7 . MONTyYeHUH U

TOYTHI HACTPOIKa aHTHBUPYCHOTO
OTIPaBKe
CpEJICTBA MO YMOITYaHUIO

7. Tlopsinok aeiicTBUii Npu 00HAPY:KEHHH BHPYCOB

7.1. OcHOBHBIMM IyTSIMH NMpOHHKHOBeHUs BUpycoB B MCII/IH sBistoTCA: M00BIE ChEMHBIE
MAIlIMHHbIE HOCUTEIN UH(POPMALIUH, JIEKTPOHHBIE MTOYTOBbIE COOOLIECHUS, TpadHK, MOJTydaeMblii U3
cereil OOIEro TMOJb30BAHUS M CETed MEXIYyHapOAHOTo WH(POPMAIMOHHOTO OOMEHa, paHee
3apakeHHbIE paboune CTAaHLUH U CepBepa.

7.2. B cnyyae oOHapyXeHHMS BHPYCOB NpPH BXOJHOM KOHTpOJIE CHEMHBIX MAaIIMHHBIX
HocuTenel nH(opMaru, (GaisioB UK AIEKTPOHHBIX TOUYTOBBIX COOOIIEHUH, M0JIb30BATEIb TOJDKEH:

— HEMEIJICHHO MPUOCTAaHOBUTH BCE pabOTHI HA CBOEH paboueil CTaHINH;



— CcoOOmUTh OTBETCTBEHHOMY 3a obecrnieuenue OesomacHoctu [1/n B UCII[IH o dakte
oOHapyXeHHs BUPYCA;

— TPUHATH COTJIACOBAaHHBIE C OTBETCTBEHHBIM 3a oOecredeHue OezomacHoctu [1/lH B
NCTIIH mepsbl 10 JIOKaNU3aluy U YAaJEHUIO BUpyca C UCIOJb30BaHUEM aHTUBHUPYCHBIX
CPEICTB.

7.3. Ilpu HEBO3MOYKHOCTH JIMKBUIALINH TIOCIIECTBUN BUPYCHOTO 3aPaKCHHUS OTBETCTBEHHOMY
3a obecneueHue o6e3onacHoctH [1/{n B UCII/In HE0OX0AMMO:

— coo0mute O (akre oOHApYXEeHHS MPOTrPaMMHBIX BHPYCOB B OpraHU3aIHMIo,
OCYILECTBIISIOLIYI0 TEXHUYECKYIO MOJIEPKKY OSKCIUTyaTallud CPEACTB AHTUBHPYCHOMN
3alUThl HHpOPMALINK;

— 3aapXUBUPOBATh 3apa)KCHHbIE (aillibl U HAPABUTh C MPUIIOKEHUEM COOTBETCTBYIOIIETO
COMPOBOJIUTENBHOTO JOKYMEHTa B OpPraHU3alllio, OCYIIECTBIISIONIYI0 TEXHUYECKYIO
MOAJIEPKKY IKCIUTyaTalluy CPEJICTB aHTUBUPYCHOM 3a1IUThl HH(GOPMAIUK.

7.4. Ilpu nonydyeHuun uH(OpPMALUU O BO3MOKHOM HapyIIEHHM JIMOO BBISBICHUM (akTa
HapylieHuss TpeboBaHud HacTosimed WHcTpyknuu pabGota Ha paGouel CTaHIMM JIaHHOTO
MOJIb30BaTeNsl HE3aMEIUIMTENLHO OJIOKMpYEeTCsl IO PpEHIeHHI0O OTBETCTBEHHOTO 3a oOOecreyeHue
6e3onacunoctu [1/1n B UCII/IH.

7.5. @axTel MoaM(dUKAIMKM U pa3pyLIEHUS JaHHBIX HAa CEpBEpax WM padOUYMX CTAHILIMSIX,
3apakeHHe HUX BUpYCaMH, a TakXke OOHapyXKeHHe IPYTUX BpPEJOHOCHBIX MPOrpPaMM — BCE 3TO
OTHOCUTCSI K 3HAUMMBIM HapylIeHUsM Oe30MacHOCTH HMHPOpMAIMM U JOJDKHBI  OBIThH
MIPOAHAIM3UPOBAHBI TOCPEJCTBOM MPOBEJICHUS CITY>KEOHOTO pacciieZIOBaHMUS.

7.6. CnyxeOHOE paccleoBaHHE TMPOBOJUTCS KOMHCCHEH, Ha3HauYaeMOW MPUKa30M
Jupektopa VYupexaenus. B coctaB koMmumccun B 00s3aTEIBPHOM  TOPSIKE  BKIIOYACTCS
agmuauctpatop HWCII[H, otBercTBeHHBI 3a oOecnedenue Oe3zonmacHoctu I[1/ln B UCII/IH,
HEMOCPEJCTBEHHbI PYKOBOAMUTENh pabOTHHKA, AomycTuBHIero (akr xommpomerauuu. [Ipu
HEO0OXO0IMMOCTH B COCTaB KOMHCCHUU MOTYT BKIIFOUAThCS APYrue pabOTHHUKH.

7.7. Pesynbrartel pabOTbl KOMHUCCHH O(GOPMIISIOTCA AaKTOM. AKT MOMJIEKHUT YTBEPKICHHUIO
3aBenyromum MbBJIOY.

7.8. B mporuecce paboTbl KOMHCCUU 00S3aTeIbHBIMU I YCTAHOBJICHUS SIBJISIFOTCSL:

— JaTa ¥ BpeMs 3apaxxeHus (0OHapy)KEHUS 3apasKeHHS);

— ®UO, #omWKHOCTH W MOJpa3jielieHue pPabOTHUKA, TEXHMYECKOE CPEICTBO KOTOPOTO
3apakeHO BUPYCHOM MPOrpaMMoOii;

— YpPOBEHb KPUTUYHOCTH 3aPA’KEHUS;

— 00CTOSITENnsCTBA, CIIOCOOCTBOBABIIIHE 3aPAKECHHUIO;

— uHbOPMAIMOHHBIE PECYPCHI, 3aTPOHYTHIE 3aPAKEHUEM;

— XapakTep U pa3Mep peaibHOrO M MOTEHIIHAILHOTO yiiepoa.

7.9. B xozme cBoeil paboTbl KOMHCCHS MOXET 3alpallliBaTh OOBSCHUTEIbHbIE 3AIUCKH OT
paOOTHHUKOB, TMOJ03PEBAEMBIX B BHHOBHOCTH 3apakeHus (IyTeM NHCbMEHHOIO 3ampoca HX
HEMOCPEICTBEHHBIM pYyKOBoJuUTeNsIM). OObACHUTENbHAS 3alMCKa JOJDKHA OBbITh IpeJICTaBlIeHa
KOMHUCCHU B TeueHHe 3 (Tpex) pabouux JHEW ¢ MOMEHTa MOCTYIUJIeHMs 3ampoca. B ciydae oTkasa
NPEJOCTaBUTh OOBSICHUTENbHYIO 3alUCKY, JaHHBIH (DaKkT oTpaXkaeTcs B aKTe.

7.10. VYHMUYTOXKEHHME MaTepHaJioB paccieloBaHHUs (PAKTOB 3apaK€HHUs OCYILECTBISETCS B
COOTBETCTBUH C YCTAHOBJICHHBIMU TPEOOBAaHHUSAMHU IO JEIOTPOU3BOJICTBY U HOMEHKJIATYPO Jedl.



8. OTBeTCTBEHHOCTH
8.1. Tlosb3oBarenu u OTBeTCTBeHHBIN 3a obecnieuenue OezonacHoctu [1/1n B UCII/IH HecyT
OTBETCTBEHHOCTb 32 HEHAQJJIEKAalllee HCIOJHEHUE WJIM HEUCIOJHEHUE CBOUX OOS3aHHOCTEH,
MPEeyCMOTPEHHBIX HacToser WHCTpykuued, B Ipelnenax, ONPEACIICHHBIX JICUCTBYIOIIUM
3akoHo aTenbcTBOM Poccuiickoit denepanmu. 3a HecoOmoAeHHE TPeOOBAaHMIA 3aKOHOIATEIHCTBA
Poccuiickoit  ®enepaunu  NpEeIyCMOTPEHA  TPAXKIAHCKAasg, YroJIOBHAs, aJMUHUCTPAaTHBHAs,
JUCLMIUIMHAPHASL OTBETCTBEHHOCTb.

9. Cpok jaeiicTBUS M NOPSIIOK BHECEHUs] U3MeHeHMi
9.1. Hacrosmas MHCTpyKIMs BCTymaeT B CHIIy C MOMEHTa €€ YTBEpKJICHHUS U JCHCTBYET
OeccpovHo.
9.2. Hacrosmas MHCTPYKITHS TIOUICKUT IIEPECMOTPY HE PEIKE OJTHOTO pasa B TPH roJia.
9.3. U3meHeHuss W JIONOJNHEHWS B HACTOSIIYI0 VHCTPYKIIMIO BHOCSTCS TPHKA30M
3aBeayromero MB/IOY.
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HHCTPYKIUSA
10 OPraHU3alNH Pe3epPBUPOBAHNS U BOCCTAHOBJIEHHS PA0OTOCIIOCOOHOCTH TEXHUYECKHX
CPeACTB M MPOrPAMMHOI0 o0ecriedeHnsl, 0a3 JAaHHBIX U CPEICTB 3alIUThI HH(OPMALMU
B HH(OPMAIIMOHHBIX CHCTEMAX NMEPCOHATBLHBIX TaHHBIX
MBJIOY r. Kepuu PK «Jlerckuii cag Ne 60 «Pamyray»

1. TepMuHBbI U onpeaeeHust

1.1. ABTromaTu3upoBaHHOe padouee MeCTO — MPOrpaMMHO-TEXHUYECKHI KOMILIEKC,
MpeIHa3HAYSHHBIHN JUTSl aBTOMATH3AINH IEITEIHHOCTH ONIPEIEIEHHOTO BU/A.

1.2. adopmanmonHasi cucreMa IepCOHANBHBIX JaHHBIX — COBOKYITHOCTH COJEPIKAIUXCS B
0a3ax JaHHBIX MEPCOHAIBHBIX JaHHBIX M OOECHEUMBAIOIIMX HMX 00pabOTKy HH(OPMAIMOHHBIX
TEXHOJIOTUH M TEXHUYECKUX CPEJICTB.

1.3. O6paboTKa MepcoOHANBHBIX JaHHBIX — JI000E JelcTBUE (Oreparus) WK COBOKYITHOCTD
nercTBuil (omepanuii), cCOBepIIaeMbIX C HCIOJB30BAHMEM CpPEJCTB aBTOMAaTH3aluu uiu 0e3
WCTIONb30BAHUSI TAaKWX CPENCTB C MEPCOHAIBPHBIMH JaHHBIMH, BKJIOYas cOoOp, 3arwch,
CHUCTEMAaTH3aIMI0, HAKOIUICHHE, XpaHEHHWe, yTOYHeHHe (OOHOBJICHHWE, W3MEHEHHE), W3BJICUCHUE,
WCIIONb30BaHMUE, Tepenady (pacmpoCTpaHEeHHE, TMPEIOCTaBJICHHE, JOCTYI), OO0e3TWYUBaHUE,
ONOKMpOBaHUE, YAAJIEHUE, YHUUTOKEHHE MTEPCOHAIBHBIX JaHHbBIX.

1.4. KonpuneHnmaaibHOCTh HHPOpPMAIIMK — OOS3aTENIBHOE JUISI  BBIMIOJHEHHUS  JIUIIOM,
MOJIyYMBIIUM JOCTYIl K OIlpeaeieHHoW wuHbopMauuu, TpeOoBaHHE HE IepeaBaTh TaKylo
MH(pOpPMAIIUIO TPETHUM JIUIIaM 0e3 coTiacus €€ 00agaTers.

1.5. TlepconanbpHble naHHbIE — JIF00ast WHGOPMAIHS, OTHOCSIIASACSA K MPSIMO WU KOCBEHHO
OTIpe/IeIECHHOMY HJIU oTpezeisieMoMy GU3nYecKoMy JIHIY (CyOBEKTY MepCOHANBHBIX JAHHBIX).

1.6. [lonb3oBarens HMHPOPMAILMOHHOW CHUCTEMBI IEPCOHAIBHBIX JaHHBIX — pPaOOTHUK,
OCYILIECTBISIONINI 00pabOTKy MEepPCOHAIbHBIX JaHHBIX B UH(POPMAIIMOHHON CHCTEME MEePCOHATbHBIX
TAHHBIX.

1.7. CpencTtBo aHTUBHUPYCHOM 3alllUTHI — MPOTPAaMMHOE CPEACTBO, peanusymollee (pyHKIUU
OoOHapy)KeHHsT ~ KOMIIBIOTEPHBIX IporpaMM JIMOO HHOM  KOMIBIOTEPHOH  HMH(OpMAIINH,
MpeHa3HAYEHHBIX JJIs HECAHKIMOHUPOBAHHOTO YHUYTOXKEHUS, OJOKHpOBaHUS, MOIUUKAIUH,
KOIMHUPOBAHUS KOMITBIOTEPHOM MH(OPMAIMK HIIM HEHTpaTu3aluy CPeACTB 3allUThl WHGOpMaIUu, a
TaKk)Ke pearupoBaHus Ha OOHApYKEHUE ITUX MPOTPaMM U HHPOPMAIIUH.

1.8. CpeactBo 3amuthl uHGOpPMAlMK — MpPOTpaMMHOE OOecreueHue, MpOrpaMMHO-
anmapaTHoe oOecrieueHue, anmnaparHoe oOecreueHre, BellecTBO WM MaTepual, MpeAHa3HaueHHbIe
WIN UCTIOJIb3YyeMble /ISl 3alUThl HHPOPMALIUH.

2. OO0mme nosoxkeHns
2.1. Hacrosmas WHCTpykuuss 1O OpraHu3allMd pe3epBUPOBAHUS M  BOCCTAHOBJIICHMS
paboTOCIOCOOHOCTH TEXHMYECKHX CPEACTB U NMPOrpaMMHOro olecreyeHus, 6a3 JaHHBIX U CPEJICTB
3alUThl HHGOPMaIuKM B MHMOPMAITMOHHBIX cucTeMax nepcoHanbHbIX JaHHBIX MBJIOVY r. Kepun PK
«erckuii cag Ne 60 «Pamgyra» (manee — MHCTpyKlMsl) ycTaHABJIMBAaeT OCHOBHBIE TPEOOBAaHUS K
OpraHu3allii Pe3epBHOIO KOMHUPOBAHUS (BOCCTAHOBJIEHHUS) MPOTpaMM M JAHHBIX, XpaHAIIUXCA B
6a3ax JaHHBIX MH(POPMAIMOHHBIX CHCTEM MepcoHaNbHBIX NaHHbIX (najee — MCIL/In) MBJIOVY r.



Kepun PK «/lerckuit canx Ne 60 «Pamyra» (manee — MBJIOVY), a Takke K pe3epBHPOBAHHUIO

arrapaTHbIX CPCACTB.

2.2. Hacrosmas UncTpykuus pa3paboTaHa ¢ Hemblo:

ONpENeNIeHUs]  KaTeropud  HMHPOpPMALUK, MOJUIekalleld  00sS3aTeNIbHOMY  pe3epBHOMY
KOIMPOBAHUIO;

ONpeJeNIeHUs] MPOLEAYpbl pPE3epPBUPOBAHUS JAHHBIX Ui IOCJIEIYIOLIEr0 BOCCTAHOBIICHUS
pabdorocniocobnoct MUCII/IH mpu moJiHOM MM YacTUYHOW moTepe WH(GOpPMAIMH, BEI3BAHHON
cOOSIMM WM OTKa3aMH anmapaTHOTO WM IPOrPaMMHOTO O0ecredeHus, OMMUOKaMH
10JIb30BAaTENEH, Ype3BbIUallHBIMU OOCTOSTEILCTBAMU (T10KApOM, CTUXUMHBIMU OEICTBUAMHU U
T.1.);

OTpeJieNieHus] TOpsiIKa BOCCTAHOBJIEHHS WH(GOpMallud B CIy4ae BO3HUKHOBEHHUS TaKou
HEOOXOIMMOCTH;

yHopsiaoueHus: paboThl M ONpEENIeHUs] OTBETCTBEHHOCTU JIOJDKHOCTHBIX JIML, CBS3aHHOW C
pe3epBHBIM KOMMPOBAHUEM U BOCCTAHOBJIEHHEM MH(OpPMALIUH.

2.3. eiictBue Hactosmei MHCTpYKIMM pacrpocTpanseTcs Ha Beex moiib3oBareneit CIIx

MB/IOV, a takxe Ha OCHOBHBIE CUCTEMbI 00€CIIeYeH s HEMTPEPHIBHOCTU PabOThl M BOCCTAHOBJICHHUS

peCypcoB IpU BOBHUKHOBEHNH aBAPUWHBIX CUTYAllUH, B TOM YUCJIE:

CHCTEMBI JKM3HE00ECTICUEHUS TEXHNYECKUX CpC€ACTB,

CUCTEeMBI 00eCTICUeHUsT OTKa30yYCTOMIUBOCTH;

CHUCTEMBI PE3CPBHOI0 KOMUPOBAHUA U XPAHCHHUA JaHHBIX,

2.4. Tlox pe3epBHBIM KOMUpOBaHHUEM HWHGOPMAIMK TMOHUMAETCS CO3/IaHUE HW30BITOYHBIX

KONUI 3amumaeMol MH(QOpPMAnuu B AJIEKTPOHHOM BHUAE sl OBICTPOTO BOCCTAHOBJICHUS
pabotocnocoonoctr MCII/IH B cimyyae BOZHUKHOBEHUS aBapHITHOW CUTYaIlMU, TIOBJICKIIECH 3a cOO0M

MOBPEXKJCHUE UITN YTPaTy JaHHBIX.

2.5. Pe3epBHOMY KOMMUPOBAHUIO MOUICKUT HHPOPMAITUS CIASAYIONNX OCHOBHBIX KaTETOPHNA:
nHpopmanus, oOpabarpiBaemas mnoib3oBarenssmu B MWCII[IH, a Ttaxxke wuHbOpMaIus,
HeoOxouMmas it BocctaHoBieHus padorocnocodHoctu VMCII/H, B T.4. cucTeM ympaBlieHUs
O0azamu naHHBIX (mamee — CYBJ[) oOmiero moip30BaHUs M CHPaBOYHO-MH(POPMAIIMOHHBIX
CUCTEM OOI1IEer0 UCIOJIB30BaHUS;

paboyrie KONUU YCTAaHOBOYHBIX KOMIIOHEHTOB MpOrpaMMHOro oOecriedeHus oOIero
HA3HAYEHUS U CHEIHAIM3UPOBAHHOTO IMPOrPAMMHOTO OOECHEeYeHUs CEpPBEPOB M pabounx
CTaHIIMI;

uHpopmanusa, HeoOXoaumas i BOCCTAHOBIEHHS CHCTEM YIpaBieHHs Oa3aMH JIaHHBIX
NCTI/IH, nokanbHOW BEIYUCIUTENLHON CETH, CUCTEMBI AIEKTPOHHOTO JOKYMEHTO000pOTa;
peructpaiontas HHGopMaIus CUCTEM 3alUThl UHPOPMAIUH;

npyrass uHpopmanus MCII/IH, mo MHeHuto mnomb3oBaTenei, agmunuctpatopoB HMCIIAH u
OTBETCTBEHHOI0 3a obecrieueHre Oe30MacHOCTH IMEepCOHAJbHBIX MaHHBIX (nanee — I1/IH) B
NCIIH, sBastomascs KpuTuaHoM 11 paborocnocoonoctu UCIT/H.

2.6. Hacrosimas WHCTpykuus sBiseTCS JONOJHEHHWEM K JEMCTBYIOIIUM  JIOKaJIbHBIM

HOPMAaTUBHBIM aKkTaM (BHYTPEHHMM JOKyMEHTaM) IO BoOIpocaM obecreueHus O0e30MacHOCTH
CBE/IEHUI KOH(HIEHIMAILHOTO XapakTepa, B ToM uucie u [1/IH, 1 He uckioyaeT 00s3aTeNTbHOrO

BBIIIOJITHCHUS UX Tpe60BaHHI>i.



3. OOmme TpeGOBaHMSA K pe3epPBHOMY KONMPOBAHUIO
3.1. B HHCTpyKIuu pe3epBHOTO KOMHMPOBAHHS OMHUCHIBAIOTCS ICHCTBHS MPHU BBIOJHEHUU
CIIEIYIOLUX MEPOIIPUATHI:
— PpEe3epBHOE KONHMPOBAHME C YKAa3aHMEM KOHKPETHBIX pE3EPBUPYEMBIX JAHHBIX M
anmnapaTHBIX CPECTB (B ciaydae HEOOXOAUMOCTH);
—  KOHTPOJIb PE3EPBHOIO KOITMPOBAHUS;
—  XpaHEHHE PE3ECPBHBIX KOUM;

— IIOJJHOC HJIM YaCTUYHOC BOCCTAHOBJICHHUC JaHHBbIX.

4.  OTBeTCTBEHHOCTH 32 COCTOSIHHE Pe3ePBHOI0 KONNMPOBAHUS

4.1. OTBETCTBEHHOCTh 3a KOHTPOJIb HAaJ CBOCBPEMEHHBIM OCYIIECTBICHUEM PE3EPBHOTO
KOIMMPOBAaHUA U COOJIIOJIEHUEM COOTBEeTCTBYIOLel WMHcTpykuuu, a Takke 3a BbIIOJHEHUEM
TpeOOBaHUH 10 XPaHEHHUIO PE3EPBHBIX KOMUI U MPEJOTBPALICHUIO HECAaHKIIMOHUPOBAHHOI'O JIOCTYyIa
K HUM BO3JIaraeTcs Ha OTBETCTBEHHOTO 3a obOecnedenue Oe3omacHoctu [1/In B UCII[H u
anmunauctparopos UCII/IH.

4.2. B cnydae oOHapyKeHHUS TIONBITOK HECAHKIIMOHHMPOBAHHOTO JOCTYNa K HOCHUTEISIM
pe3epBHOM MH(OpMaNMM, a TakXKe HHBIX HapymeHUsX HWH(opMalMoHHOM Oe30macHOCTH,
MPOM30LIEAIINX B MPOILIECCE PE3EPBHOTO KOMHUPOBAHMS, COOOIIAeTcs OTBETCTBEHHOMY 3a
obecneuenue OezomacHoctu [1[[H B MCII[IlH B Teuenue pabGodero AHS IMociie OOHapyKEHUs
YKa3aHHOTO COOBITHSI.

5. Tlepuoau4HOCTH pe3epPBHOr0 KOMUPOBAHUSA
5.1. Pe3epBHOE KOMMPOBAHME  CHEIUATU3UPOBAHHOTO  IMPOTPAMMHOTO  oOecreyeHus
MIPOU3BOIUTCS TIPH €T0 TOJIYYEHHUH (€CTH ATO MPETyCMOTPEHO MHCTPYKIHEH 10 ero MPUMEHEHUIO H
HE MPOTHUBOPEYUT YCIOBHSIM €r0 PACIPOCTPAHEHHUS), a TAKXKE MPH €ro OOHOBJIICHUH U TIOJYYCHHH
WCIIPABJICHHBIX 1 OOHOBIICHHBIX BEPCUH.
5.2. HWudopmanus, comepkamniascs B MOCTOSIHHO U3MEHSIEMbIX 0a3aX NaHHBIX, COXPAHSETCS B
COOTBETCTBHUH CO CJICIYIOUIUM rpadukom:
® ©XKEJHECBHO MPOBOJUTCS KOIMPOBAHNE W3MEHEHHOM W JIOTIOJIHEHHOW MHpOpManuu (HOCUTEIH
C ©KeIHEBHOM MH(POPMAIIEH TOJDKHBI XPaHUTHCS B TCUCHHE HEJICIH);
® ©XKCHEJCIbHO TMPOBOJMUTCS PE3CPBHOEC KOMUPOBAHHE BCEH 0a3bl JAHHBIX (HOCHTENU C
©XKEHE/ICTIbHBIMU KOITUSME XPaHSTCS B TCUCHUE MECSIIIA);
® ©KEMECSYHO MPOU3BOJUTCS PE3EPBHOEC KOMMPOBAHUE HA CIICIUAIBHO BBIICICHHBIA HOCUTEIh
JUTUTEIILHOTO XpaHEeHUs1, HH(POpMaIus Ha KOTOPOM XPAHHUTCS TIOCTOSIHHO.
5.3. He pexe omHOro pasa B TOJ Ha HOCHTEIH [UIMTEIBHOTO XPAHCHHS 3aIllUCHIBACTCS
nH(pOpMaIIKs, HEe OTHOCSINASACA K TIOCTOSIHHO U3MEHsIeMbIM 0a3aM JaHHBIX (MIPUKA3bl, PACTIOPHKEHUS,
OTKPBITHIC U3JAHUS U T.1.).

6. BoccranoBiieHne HH(pOPMALUM U3 Pe3ePBHBIX KOMUI
6.1. B cinyuae HeOOXOJMMOCTH, BOCCTAHOBIIGHHWE JaHHBIX U3 PE3EPBHBIX KOMUH
MIPOU3BOJIUTCS] OTBETCTBEHHBIMU PAOOTHUKAMMU.
6.2. BoccraHoBneHue JaHHBIX U3 PE3EPBHBIX KOMUI MPOUCXOUT B CIIydae €€ MCUE3HOBEHUS
WM HApYIICHHs BCJIEICTBUE HECAHKIIMOHUPOBAHHOTO JOCTYMAa B CHCTEMY, BO3JICHCTBUS BHUPYCOB,
MPOrPAMMHBIX OIIHUOOK, OMHOOK paOOTHUKOB U amlmapaTHBIX COOEB.



6.3. BoccraHoBieHHe CHCTEMHOrO MPOrpaMMHOTO  OOeCmeueHHs ¢ IPOrpPaMMHOTO
obecrnievueHus oOIIero Ha3HAYCHHSI TPOU3BOUTCS C UX HOCUTENIEH B COOTBETCTBUH C MHCTPYKIUSIMHU
IIPOU3BOIUTEIS.

6.4. BoccraHoBieHHE CHEIHUATU3UPOBAHHOTO MPOTPAMMHOTO OOECIIEYEeHHUsI MPOU3BOAUTCS C
TUCTPUOYTUBHBIX HOCHUTEICH WJIM WX PE3EPBHBIX KOMHH B COOTBETCTBHUH C HHCTPYKIHUSIMH IIO
YCTaHOBKE I BOCCTAHOBJICHUIO TAHHOTO MPOTPAMMHOTO 00ECTICYCHHSI.

6.5. Boccranosiienne wHpOpPMAIMK, HE OTHOCSIICHCS K TOCTOSHHO H3MEHSEMBIM 0Oa3am
JTAHHBIX, TMPOU3BOJIUTCS C PE3epBHBIX HocUTesned. [Ipu 3TOM HCHOIB3YyeTCS TOCHEAHSS KOIUA
nHpOpManuu.

6.6. Ilpm yacTUYHOM HaApPYIICHUW WM WCUYC3HOBCHUHM 3amuceld 0a3 JaHHBIX BOCCTAHOBIICHUE
MPOU3BOJUTCS C TOCIAEAHEH HEHapyIIeHHON exemaHeBHOW komuu. [lonmHOocThIO uWHMOpMaIus
BOCCTaHaBJIMBAETCSA C MOCIIEAHEN €KEeHEAEeNbHOM KOMUU, KOTOpas 3aTeM JIOTIOIHSETCS €KEAHEBHBIMU
YaCTUYHBIMH PE3EPBHBIMU KOTIHSIMHU.

7. Cpok 1eiicTBHS M NOPSI0OK BHECEHHS] H3MEHEeHU
7.1. Hacrosmas MHcTpyKuus BCTYHNaeT B CHJIy C MOMEHTa €€ YTBEp)KAEHUS U JEUCTBYET
OeccpovHo.
7.2. Hactosmas MHCTPYKITUS TIOUISKHUT IIEPECMOTPY HE PEIkKe OJTHOTO pa3a B TPH roJia.
7.3. V3MmeHeHWss W JONOJNHEHWS B HACTOSIIYI0 VHCTPYKIIMIO BHOCSTCS TPHKA30M
3aBenyromero MB/10VY.
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HHCTPYKIUSA
o0pamnieHus co CbeMHbIMH MAIIMHHBIMUA HOCUTEISIMU NMEPCOHATBHBIX JAHHBIX
B MBJIOV r. Kepun PK «Jlerckuii cag Ne 60 «Pamyra»

1. TepMuHBI H OnIpe/ie/IEHUSA

1.1. UadopmanmonHas cucreMa MepcoOHAIBHBIX JaHHBIX — COBOKYITHOCTH COJEPIKAIUXCS B
0a3ax JaHHBIX MEPCOHAIbHBIX JaHHBIX M OOECHEeYMBAIOIIMX HX 00pabOTKy HHPOPMAIMOHHBIX
TEXHOJIOTUH M TEXHHUECKUX CPECTB;

1.2. CbeMHBIf MalIMHHBIA HOCHTENh TIEPCOHANBHBIX TaHHBIX — CMEHHBIH HOCHUTEIh
MEePCOHANBHBIX JAaHHBIX, MPEeIHA3HAUYECHHBIA ISl 3alMCH W CUYUTHIBAHWS NEPCOHATBHBIX JIAaHHBIX,
MIPEJCTAaBJICHHBIX B CTAHAAPTHBIX KOJIaX;

1.3. O6paboTKa MepcOHANBHBIX JaHHBIX — JI000€ AelcTBUE (Ormeparus) WIN COBOKYITHOCTD
necTBuil (omepanuii), cCOBepIIaeMbIX C HCIOJIB30BAaHUEM CpPEJICTB aBTOMAaTH3alUU MWId 0e3
WCTIOJb30BAHUSI TAKHX CPEICTB C TMEPCOHATBHBIMH JTAaHHBIMH, BKIIO4Yas cOOp, 3aIucCh,
CHUCTEMAaTH3aIMI0, HAKOIUICHHE, XpaHEHWEe, yTOYHeHHe (OOHOBJICHHWE, W3MEHEHHE), W3BJICUCHUE,
UCIOJIb30BaHUE, Tiepenady (pacupocTpaHeHHe, MpeloCTaBlieHHe, JOCTYH), 00e3IMYrBaHuE,
OJOKMpOBaHKE, yIAICHUE, YHUUTOKECHHE IEPCOHAIBHBIX TaHHBIX;

1.4. TlepconanbHble NaHHBIE — JIF00ass WHGOPMAIHS, OTHOCSIIASACSA K MPSIMO WU KOCBEHHO
OTIPENICTICHHOMY WJIH OTpeesieMoMy (GU3NIECKOMY JIUIY (CYOBEKTY MepCOHATBHBIX JaHHBIX);

1.5. CpenctBo 3amuTbl  WHGOpPMAMK — TPOTPaMMHOE OOecleueHrne, MPOrpaMMHO-
anmapatHoe obOeclieyeHue, amnmapaTHoe oOecreueHue, BEeIIeCTBO WM MaTepHall, MpeAHa3HaueHHOe
WJIM UCTIONIBb3YEMOE JUTsl 3aIUThl HH()OpPMAIIHUH.

2. O0mme MoJIOKEHUA
2.1. Hacrosmuii [lopsmok oOpaimieHus cO ChEeMHBIMH MAalIMHHBIMH  HOCHUTEJISIMU
nepcoHanbHBIX JaHHBIX B MBJIOVY 1. Kepun PK «/lerckuit cax Ne 60 «Pamyra» (manee — [lopsmox),
pa3zpaboTaH B COOTBETCTBUU C 3aKoHoJaTenbcTBOM Poccuiickoit denepanuu 0 MNepCcOHATBHBIX
nanabX (manmee — [1/IH) ¥ HOpMATHMBHO-METOJMYECKHMMH JOKYMEHTaMU (eaepanbHbIX OPraHoB
WCIOJIHUTENBHOM BIIACTH 1O BompocaM OezonacHoctu [1/JH mpu ux o6paboTke B MHGOPMAIIMOHHBIX
CUCTeMax MepcoHaNbHbIX AaHHbIX (Hanee — UCIInH).
2.2. Hacrosmuii [Topsaok onpenenser:
— mpaBuiia OOpalleHHUs CO ChEMHBIMH MAIIMHHBIMH HOCHUTEISIMU WHGOpMALMU, B TOM
gucine u [1/1n (manee — CMHN);
— mnopsgok opranusanuu yuera CMHU;
— mnopsagok yauutoxxenns CMHU.
2.3. Tlon CMHU B Hacrosiem [Topsake mOHUMAIOTCS CIEAYIONUE HOCUTEIN UH(DOPMALIUHU:
— ontuueckue aucku (CD, DVD) ogHoKpaTHON 1 MHOTOKPAaTHOM 3alKCH;
—  DIEKTPOHHBbIE HAKOMUTEMH HH(opManuu ((PIdII-TaMATh, CheMHbBIE )KECTKHE JTUCKH);
—  WHBIC HOCUTEIH UH(OPMALIHH.
2.4. TpeboBanus Hactosimero [lopsaka sBISIOTCS 00sI3aTENBHBIMU JUISI UCIIOJIHEHUS BCEMU
paboraukamu MBJIOY r. Kepum PK «J/lerckmii cam Ne 60 «Pamyra» (manee — MBJIOVY),
UCTIOJB3YIOUIUMHE B cBoei pabore CMHMU.



2.5. Bce paborauku MBJIOY, wucnonssytomme CMHMU, momxHBI OBITH O3HAKOMJICHBI C
TpeboBaHusAMH HacTosAmMM [lopsakom Mo monuch.

2.6. Hactosmmii Ilopsgok siBiseTcss JIOMOJHEHHEM K  JCHCTBYIOIIUM  JIOKAJIBHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHHMM JOKyMEHTaMm) II0 BoIpocaMm obOecrneueHusi 0e301acHOCTU
CBEICHUN KOH(UICHIMAILHOIO Xapakrepa, B ToM uucie u [I/IH, u He uckiatoyaer o0sA3aTeabHOrO
BBINIOJIHEHUS UX TPeOOBaHUIA.

3. IlpaBuia odpameHusi cO CbeMHbIMH MAIIMHHBIMH HOCUTEJISIMU MEPCOHATbHBIX JaHHBIX
3.1. O6pamenne co CMHU moJmpKHO OCYIIECTBIISIETCS TAKUM 00pa3oM, YTOOBI MCKITIOYAIINCH
UX yTpaTa, Iop4a U HECAaHKIIMOHUPOBAHHBIHN IOCTYI K HUM ITOCTOPOHHHUX JIULI.
3.2. Tlpu obpamennn co CMHU, BEINOTHSIOTCS CIEAYIOIINE OCHOBHBIE MTPaBHJIA:

— CMHM yuuThIBatOTCS U BBLAAIOTCS O/ MOJITUCH;

— CMHMU, cpok 3kcIuTyaTai KOTOPbIX UCTEK, YHUUYTOKAIOTCSA B YCTAHOBJICHHOM HOPSIIKE;

— nana BeiHoca CMHM 3a mpenenbl KOHTPOJIUPYEMOW 30HBI, 3alpallMBaeTcs CHEHUabHOE
paspenieHne y OTBETCTBEHHOTO 3a obecrieuenue Oe3omacHoct [1/In B UCIIIH (manee —
OTBeTcTBEHHBIN), a (pakT BeIHOCA (PUKCHpYETCS;

— 1paso Ha nepemenienne CMHU 3a npenensl KOHTpoIMpPyeMOil 30HbI, UMEIOT TOJIBKO T€ JIUIIA,
KOTOPbIM OHO HEOOXOJUMO Ui BBIMOJIHEHUS CBOMX JIOJDKHOCTHBIX —0Os3aHHOCTEH
(pynKuHm);

— Bce CMHU nomxHbel XpaHUTCS B ceiidax (Meraminyeckux Iikadax), 000pyIOBaHHBIX
BHYTPEHHUMH 3aMKaMH ¢ ABYMs MM Oosiee nyOiauKaTaMy KiIHOouedl M MpHUCIOCOOIEHHBIMU
JUIs OTleYaThIBaHUS 3aMOYHBIX CKBAXKUH MM KOJOBBIMHU 3aMKaMU;

— nmomyckaetrcs xpaneHue CMHMU Bue celipoB (MeTammmueckux mkadoB) MpU  YCIOBHUAX
yanutokeHus (crupanus) [1JIH u octaTounoit nadopmanuu (MHGOPMAIIUHA, KOTOPYIO MOMKHO
BOCCTAHOBHUTH IIOCIE€ YAAJEHHUA C TIOMOLIbI0 HEIUTaTHBIX CPEICTB M METOJOB) C
UCIOJb30BAHUEM CPEJICTB CTHUPAHUsS JAHHBIX M OCTAaTOYHON MH(popMmanuu, Jubo eciu Ha
CbeMHOM MamuHHOM Hocutene IIJ[H xpansarcs tonbko IIJIH B 3ammppoBaHHOM Buae ¢
UCIOJIb30BAHUEM CPEJICTB KPUIITOIpahuuecKoi 3auThl HHPOPMALUH.

3.3. CMHMU pomxkeH wucnosib30BaThcs, He 0oJjiee CpoKa SKCIUTyaTalldd, YCTaHOBJIEHHOI'O
M3rOTOBUTEJIEM MaTEPHAILHOIO HOCUTEII.

4. Tlopsiaok XpaHeHHS W y4eTa CbeMHbIX MALIMHHBIX HOCHTeJIeil MePCOHATbHBIX JAHHBIX

4.1. CMHU, nomxHbBl HMETh CHELMAJIbHYI0 MapKHpPOBKY. THI MapKUpOBKH BbIOMpaeTcCs
OTBETCTBEHHBIM JIMIIOM, Ha3HaueHHbIM 3aBeayromuM MBJIOVY (nanee — OTBeTCTBEHHBIN).

4.2. Bce naxonsmuecs Ha XxpaHeHUH U B oOpamennn CMHU yunteiBatorcss OTBETCTBEHHBIM
B «KypHaine yueTa cb€MHBIX MAllIMHHBIX HOCUTENEH nepcoHanbHbIX naHHbIX B MBJIOVY r. Kepun PK
«erckuit cax Ne 60 «Pagyra», ¢opma kotoporo ycraHoBieHa B Ilpuioxenuu 1 k Hactosemy
IHopsaaxy.

4.3. B HepaOouee BpeMs U BpeMsi OTCYTCTBHs HeoOxonumoctu ucnosbzoBanus [1/ln CMHU
JIOJKHBI XpaHuThes B xpanuuiax CMHU.

4.4. TIlepeuenb xpaHwiuil ompexaensercs B «KypHaige ydera XpaHMIMIL HOCUTeJEH
nepcoHanbHbIX AaHHbIX B MBJIOVY r. Kepun PK «/lercknii can Ne 60 «Pagyray.

4.5. Tlonb3oBarenu Juig BbIOJMHEHHA paboT momydatror CMHMU y OtsercrBenHoro. Ilpu
MIOJIyYEHUHU JIEJAI0TCSl COOTBETCTBYIOUIME 3amucu B <«OKypHane ydera CBhEMHBIX MAallWHHBIX
Hocutenel nepcoHanbHbIX AaHHBIX B MBJIOY 1. Kepun PK «/lerckuii cag Ne 60 «Pamyray.



5. IlopsiioK YHHMUTOKEHHMS CbeMHbBIX MAIIMHHBIX HOCHTEJIeH NePCOHATBHBIX JAHHBIX

5.1.  VYuwuuroxenue [1/{H npon3BOAUTCS TOJIBKO B CIECAYIOIIUX CIydasiX:

— oOpabareiBaembie [1/IH moanexxar yHUUTOXKEHHUIO MO0 00E3TMYMBAHUIO TIO JTOCTHXKEHUHU
1eneil 00pabOTKU WIIH B CITydae yTpaThl HEOOXOAMMOCTH B IOCTHIKEHUM ITHX LEJICH, eCIH
WHOE HE MPEyCMOTPEHO (eiepaTbHbIM 3aKOHOM;

— II/In sBASAIOTCA HE3aKOHHO NOJYYCHHBIMH WM HE SBISIOTCS HEOOXOIUMBIMH IS
3asBJICHHOH 11eTH 00paboTKH;

— B CiIydae BBISBJICHHUS HenmpaBoMepHOH oOpabotku I1/[H, eciim obecrieuuTh MpaBOMEPHOCTh
o0paboTtku I1/IH HEBO3MOKHO;

— B Cllydae JOCTHXeHus e oopadotku [1]1H;

— B ciydae otr3biBa cyobekToMm I[IJlH cormacus Ha oGpabotky ero I[1/In u B ciywae, ecnu
coxpanenue [1/]n 6onee He TpeOyercs ams neneit oopadorku [1/1H.

5.2. CMHMW, npumienmme B HETOJHOCTH MM OTCITY>KUBIIHE YCTAHOBJICHHBIN CPOK, MOJIEKAT

YHUUTOKEHHIO.

5.3. VYuamuroxxenne CMHU ocymiecTBisieTcss KOMUCCHEH 1O YHUYTOKEHHIO, Ha3HAYEHHOU

npuka3om 3aeenytoriero MBJI0VY.

5.4. Ilpu yanurtoxxenuu CMHMU neobxoaumo:

— ybOeauthcsi B HeoOXoaumocTH yauuToxkernnst CMHU;

— yOeauThCsl B TOM, YTO YHMUTOKAIOTCS TOJBKO Ta MH(GOpMalusi, KOTopas MpeaHa3HaueHa
JUIS YHUUTOKEHUS;

— yanuToxkuth CMHU moaxonsmum cmoco6oM, B COOTBETCTBUHU ¢ HacTosmuM [lopsiakom
WM CIOCOOOM, YKa3aHHBIM B COOTBETCTBYIOIIEM TpPeOOBAaHMU WM PACIOPSIUTEIHHOM
JOKYMEHTE.

5.5. Tlpu yanuroxxenun CMHU npuMeHSIOTCS CIIeIYIONTUE CIIOCOOBI:

— u3MenpyeHHe B OymaropesareibHOW (OyMaroyHMYTOKUTEIbHOM) MallMHE — s
JOKYMEHTOB, HUCIIOJIHEHHBIX Ha Oymare;

—  TIIATeJIbHOE BBIMApbIBaHUE (C MPOBEPKOIl TIIATENBHOCTH BbIMAapbIBaHUS) WHGOpPMALUH,
HOJIeKAIEH YHUUTOKEHUIO — JJISi COXpAaHEHUs! BO3MOKHOCTH 00pabOTKM MHBIX TAHHBIX,
3a(UKCUPOBAHHBIX B JJOKYMEHTE;

—  U3MENbYCHHE B CIICLHUAIBHOW MYJIbTHUPE3aTeNIbHON (MYIbTHYHHYTOXKHUTEIBHOM) MalluHe
win puznueckoe yHUuTOoXeHue (paspyiienue) Hocureneil uapopmanuu — s CMHU na
ONTHYECKUX TUCKAX;

—  ¢usnueckoe yanuroxenue yacreit CMHU — pazpymuienue wiu cuibHas nedopManus — amis
HOocHuTenell MH(OpPMAalMKM Ha JKECTKOM MAarHUTHOM JHUCKe (YHHUYTOXXCHHMIO MOJJIeKAaT
BHYTPCHHHE JUCKHU M MHKpocxeMbl); SSD-muckax, USB- wu Flash-Hocurensax
(YHUYTOXKEHHIO TIOJIeKAT MOYIH U MUKPOCXEMBI TOJITOBPEMEHHON MaMSITH);

—  CTHpaHue C MOMOIIBI0 CEPTU(DUIMPOBAHHBIX CPEACTB YHUUTOXKEHUS WH(MOpPMALIUU — TS
3amuceld B 0a3ax JaHHBIX U OTAETbHBIX TOKYMEHTOB HA MAIIUHHOM HOCHUTEIE.

5.6. Ilo pesynbraram yHuurtoxxeHuss CMHU kommuccueil cocraBnsiercs «AKT YHUUYTOXEHHS

CbEMHBIX MALIMHHBIX HOCHTEJEeH MEepCOHAJIBHBIX JAAaHHBIX», (OpMa KOTOPOro YCTaHOBJIEHA B
[Ipunoxxennu 2 x Hacrosmemy [lopsaaxy.



6. OTBeTCTBEHHOCTH

6.1. OrBercTBeHHBIM 32 XpaHeHue, yuet u Boiiaay CMHU, sBisercss OTBETCTBEHHBIH.

6.2. Bce paborauku MBJIOY, wucnons3ytonime CMHUM u  OTBETCTBEHHBIH HeCyT
OTBETCTBEHHOCTh 32 HEHAQJJIEKalllee HCIOJHEHUE WJIM HEUCIIOJHEHUE CBOUX OOS3aHHOCTEH,
IpelyCMOTpPeHHbIX ~ HacTosiuM  [lopsinkoM, B mpenenax, ONpEeAENeHHBIX JAeHCTBYIOILIUM
3akoHo aTenbcTBOM Poccuiickoit denepanmu. 3a HecoOmofeHne TpeOOBAHUN 3aKOHOAATEIHCTBA
Poccuiickoit  @enepaunu  NpeIycCMOTpPEHA  TPa)KJIaHCKas, yYrojoBHAs, aJIMHHUCTpPATHUBHAS,
JUCLMIUIMHAPHASL OTBETCTBEHHOCTb.

7. Cpok aeiicTBUS U MOPSIAOK BHECEHUS M3MeHeHMit
7.1. Hacrosmuii [lopsiiok BcTymaeT B CHIy C MOMEHTa €ro YTBEPXKACHUS U JEHCTBYyeT
OeccpovHo.
7.2. Hacrosmuit [Topsiaok Moaie)KUT MePecMOTPY HE Peke OJHOTO pa3a B TPH rojia.
7.3. V3MeHeHUs W JOMOJIHEHUs B HacTosIuil [lopsgok BHOCATCS MPUKA30M 3aBEIYOMIETO
MB/IOV.



DPOPMA

7KypHaJj yyeTa CbeMHBIX MAIIUHHBIX HOCHTEJIEH MePCOHATBHBIX JAHHBIX
B MBJIOV 1. Kepuu PK «Jletckuii cag Ne 60 «Pamyray

Ipunooicenue 1

K MOPSIKY 0OpalleHusi CO ChbeMHBIMH
MAalIMHHBIMA HOCUTEIISIMU
MEPCOHANILHBIX TAHHBIX

N Homep Pacnucka B nonyyeHuu Ilonnuce Jlara u HOMED
2 o o
Tun HOCUTENA (cepuitnprii/ OTBETCTBEHHOI'O Mecto XxpaHeHus [Ipumevanue aKTa
I/ . DO Jlara INoamuce
WHBEHTAPHBIN) nua YHUUTOXXECHHUS
1 2 3 4 5 6 7 8 9 10




«_» 20

OO0 YHHUYTOXEHHH ChEMHBIX MAITMHHBIX

HOCHTEICH TMEPCOHAJIIBHBIX JaHHBIX

Kowmuccus B cocrase:

[Ipencenarens:

[Ipunoxenue 2

K TIOPSLIKY 0OpalieHusi Co CheMHBIMU

MalIMHHBIMHA HOCUTCIISIMHA
MEPCOHAJIIBHBIX JaHHBIX

DPOPMA

AKT

r. Kepus

YsieHbI KOMUCCHUHU:

1.

2.

3.

COCTaBWJIM HACTOSIIIIMH aKT O TOM, YTO B peE3yJbTaTe€ IPOBEICHHON SKCHEPTHOU OLIEHKU
MOJIEKAT YHUUYTOXKEHUIO CIIEYIONINE CheMHbIe MAaIlIMHHbIE HOCUTENN EPCOHAIBHBIX JAHHBIX

Jara okoHuaHuUs1 CpOKa 0OPAOOTKH

YueTHblii HOMEP CbEMHOI'0 HOCUTENS WIH

Ne
/ 3a(h)UKCHPOBAHHBIX HA HOCHUTEIE HaWMEHOBaHHE TEXHUIECKOTO CPEIICTBA, Ha [MpumMeuanue
/11 o
MEPCOHABHBIX TaHHBIX KOTOPOM YHHYTOXKAFOTCS (haiiiibl
1 2 3 4

Bcero ceeMHBIX HOCUTEIIEH

(undpaMu U MPONUCHIO)

HepeqncneHHHe CbCMHBIC HOCUTECIIN YHUYTOKCHBI IIYTCM

(MeXaHI/I‘IeCKOI‘O YHHUYTOXEHUS, C)KUTaHUS, pa3pe3aHusi, Z[Cq}OpMI/IpOBaHI/ISI n T.l'[.)

[Ipencenarens:

YJ1eHBI KOMUCCUH:







